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BSCP537 Qualification Appendix 1 – Self Assessment Document (SAD)
	Guidance for completing the SAD
Qualification process
The SAD embodies the requirements for both Qualification and re-Qualification. Applicants are required to complete the SAD in accordance with BSCP537 ‘Qualification’ and Section J of the BSC. References and abbreviations used in the SAD are based on BSC definitions, where this is not possible further guidance has been provided in BSCP537 section 1.5 List of Definitions. BSC documents referred to within this SAD are available on the BSC website and in all cases the most recent versions should be applied.
Section J of the BSC and BSCP537 explain that the Qualification process will be based on self assessment by Applicants, with limited follow up work to be undertaken by BSCCo rather than an audit of the system development being undertaken. BSCCo, through limited risk based review and, where required, follow up visits, will determine whether an Applicant’s responses to the questions within the SAD adequately support their self assessment conclusions as to whether they have met the Qualification Requirements.
The Qualification process is not designed to identify whether the Applicant will be in full compliance with all of the requirements in the BSC and the Code Subsidiary Documents.  The aim is to reduce the risk to Settlement that may be introduced as a result of a new Qualified Person entering the market. The process is designed to indicate whether, in certain key areas identified as high risk, an appropriate standard has been achieved.
The full set of requirements to which the Applicant must adhere on entry and on an ongoing basis is as set out in the BSC and the Code Subsidiary Documents.  The guidance provided in this SAD should not be deemed as a comprehensive interpretation of those requirements.
Re-Qualification process
Qualified Party Agents may identify a need to apply for re-Qualification of their Agency Service.  This process is required when there is a Material Change to the functionality of a Party Agent’s systems or processes used for the delivery of that service.  Examples of possible re-Qualification triggers are outlined in BSCP537. The agent is required to determine which SAD questions should be re-addressed and these questions should be completed afresh in order to reflect the changes to be implemented. Section 1 (Introduction) should be completed in all cases, with particular reference to Section 1.3.
Throughout the SAD the term ‘service’ is used to describe the systems and processes that an Applicant will utilise to fulfil its obligations as a Qualified Person. When answering questions you should consider all aspects of your service that are relevant and that you intend to use in order to fulfil that requirement.



	Guidance for completing the SAD (continued)
Completing the SAD
The SAD is split into 19 sections. Sections 1 to 7 are generic and should be responded to in full in respect of all Qualification applications, with the exception of Virtual Lead Parties (VLPs). VLPs are only required to complete Section 1 to 6. The remaining sections relate to specific services, Applicants should address these as relevant to their application. Each section contains a series of questions, for each of which guidance is provided in order to either provide clarification or to set out the areas the response should address.
When completing the SAD, Applicants should provide sufficient detail for the reader (which could be, for example, the director reviewing the responses prior to sign off, or BSCCo) to be able to evaluate whether the requirements have been addressed without requiring the reader to examine the supporting documentation or to perform additional enquiries. Responses should document not only the activities undertaken to address the requirements but should also document the control procedures, such as authorisation, review or testing processes, which have been performed in order for the Applicant to have assured themselves that the requirements have been met in a satisfactory manner. The responses to questions will depend on the size of the Applicant and the sophistication of the systems involved.
The Applicant should also indicate what evidence is available to support the responses given. This evidence will need to be available to BSCCo should any review take place. This evidence should not be attached to the return but a cross reference to the material should be included in the SAD.
References to ‘systems’ within the SAD do not relate solely to the functionality of computer hardware and software, but extend to the supporting business and operational processes (including manual processes). The term ‘development’ in relation to a system refers to either the development of a new system or to any significant changes or upgrades in respect of a previously Qualified system.
For the purposes of responding to this and other sections of the SAD, a ‘Simple’ service is one that is largely paper based, although simple spreadsheets or databases may be used for recording information and email may be used for some communication. Other more sophisticated services are ‘Complex’.  A number of the sections in this SAD include specific questions for either Complex or Simple services.
A number of the questions may require the Applicant to seek assistance from a third party developer, where that third party has developed all or part of the service, in order to provide a response. However, in all cases the responses are the responsibility of the Applicant. There may be an overlap in responses given and the Applicant should consider the most appropriate way to co-ordinate their own responses with those of the third party provider.
Suppliers after successfully completing Qualification will Qualify as either a HH Supplier or a NHH Supplier. If a HH Supplier wishes to then operate as a NHH Supplier or vice versa they would then have to complete the Qualification Process (not the re-Qualification process) to act in that different capacity.
Additional guidance on the completion of the SAD can be found in Appendix 3 of BSCP537 and further guidance on the Qualification and re-Qualification processes are can be found in the Overview of Qualification document.




Director Sign off page
	NAME OF APPLICANT:



	Qualified Person:

Except for the matters detailed below (delete if not applicable), having made appropriate enquiries of other directors and officials of the organisation, we confirm that:

1.	the BSC Qualification Documentation (SAD) in respect of the above service is true, complete and accurate and not misleading because of any omission or ambiguity or for any other reason; and
2.	in our opinion, the arrangements as documented are adequate and appropriate for that service.

Please detail any exception here:




	Approved by
___________________________
Print Name
	
___________________________
Signature
	
___________________________
Position
	
______________________________
Date



Note: The SAD should be authorised by a registered Director of the company (verifiable with Companies House, or in the case of a non-UK company a person having an equivalent position) for and on behalf of their company in respect of Qualification issues.

[bookmark: _Toc216606971][bookmark: _Toc268866319][bookmark: _Toc472338242][bookmark: _Toc475951173][bookmark: _Toc479678279][bookmark: _Toc507499334][bookmark: _Toc510102857][bookmark: _Toc531253211][bookmark: _Toc2849845]Section 1 – Introduction
	Objectives of this section
This section is designed to gather factual information about the Applicant and the service that they have applied to operate. 

	Guidance for completing this section
This section has been split as follows:
1.1	Generic Section (to be completed in all cases).
1.2	Re-Qualification Application Section (to be completed by those Applicants applying for Re-Qualification).
1.3	Additional Information
The final question, in this and every section, is not mandatory and is provided so that Applicants can provide any additional information that they consider to be relevant to their application.
For Supplier Qualification please state clearly which market you wish to operate in: Non Half Hourly, Half Hourly or both. Applicants who are currently operating in a market and who wish to Qualify for the other market will have to Qualify again for the second market they wish to operate in.



[bookmark: _Toc479678280][bookmark: _Toc507499335][bookmark: _Toc510102858][bookmark: _Toc531253212][bookmark: _Toc2849846]1.1	Generic Section
	Question
	Guidance
	Response
	Evidence

	1.1.1	What is the name of the organisation applying to become a Qualified Person?
	The company name should be the statutory entity applying for Qualification (or re-Qualification), as registered with Companies House.
	
	

	1.1.2	What is the company number of the organisation applying to become a Qualified Person?
	The company number refers to the registered company number.
	
	

	1.1.3	What is (are) the MPID(s) that will be associated with this service?
	The process for registering an MPID in MDD is given in BSCP509.
	
	

	1.1.4 	What service is this application for?
	Please tick the appropriate box(s).
Descriptions of the service are in BSC Section S.
	Qualification
	Re-Qualification
	

	
	
	NHHDA 
NHHDC 
HHDA 
HHDC 
SMRA 
SVA HHMOA 
SVA NHHMOA 
CVA MOA 
Meter Administrator 
NHH Supplier 
HH Supplier 
UMSO
VLP
	NHHDA 
NHHDC 
HHDA 
HHDC 
SMRA 
SVA HHMOA 
SVA NHHMOA 
CVA MOA 
Meter Administrator 
UMSO 
	

	1.1.5	What are the contact details for this application?
	A key contact will act as the central point of communication for BSCCo in relation to this application.
	Key contact name:
Address:
Email address:
Telephone number:
Fax number:
	

	
1.1.6	Who are the authorised signatories for the service(s) for Qualification matters?
	Qualification-related documentation should be authorised by a registered Director of the company (verifiable with Companies House), for and on behalf of their company in respect of Qualification issues. A sign off sheet has been provided for this purpose (page 4).
	
	

	1.1.7	What is the background to this application?
	Include details of the trigger for this application and a description of the service to be operated.
	
	

	1.1.8	Is the service that you intend to operate Complex or Simple?
	Please tick the appropriate box and provide an explanation as to why you have reached the conclusion made.
Complex indicates applicant has IT based systems and processes.
Simple indicates applicant has Manual based systems and processes
	Complex 
Simple 
	

	1.1.9	What is the background to this application?
	Provide a simple description or diagram as to how your service will operate and how elements of the service fit together.
Include a description of IT systems that are to be used in the operation of this service. Specify where any of the software used has been centrally developed (e.g. the NHHDA software) or is commonly used by other participants within the industry.
	
	

	1.1.10	What is your intended scale of operation?
	This is the volume of MSIDs at which you expect to operate in the market. This should correlate to the level of testing which has been performed.
This will provide guidance as to the extent of the operation and the relative risk to Settlement.
Guidance on volume and performance testing is provided in the SAD Additional Guidance document.
	
	

	1.1.11	Has the system that you intend to operate been developed internally or have you relied on a third party provider?
	Please tick the appropriate box and enter the names of any third party developers. Please provide a brief description of the role of each third party developer.
A number of the sections in this SAD include additional questions that should be completed where the Applicant has relied on a third party provider for system development.
Please also provide details of the software/applications you intend to use to operate the services if not already included in your response to 1.1.9.
	Internally developed 
Third party developer 
	

	1.1.12	Do you intend to rely on any subcontractors or service providers during the operation of the service and how do you intend to manage the relationship(s)?
	Enter all subcontractors or service providers that you intend to rely on in operating the service once Qualified.
Please provide a brief description of the role of each subcontractor or service provider in operating the service on an ongoing basis.
	
	

	1.1.13	Are you currently a Qualified Person?
	If any other services are currently provided by your organisation, please provide details of the type, Market Participant ID and number of MSIDs currently managed. Also indicate whether the current services are operated as a ‘Complex’ or a ‘Simple’ service.
	
	



[bookmark: _Toc479678281][bookmark: _Toc507499336][bookmark: _Toc510102859][bookmark: _Toc531253213][bookmark: _Toc2849847]1.2	Re-Qualification Application Section
	Question
	Guidance
	Response
	Evidence

	1.2.1	What is the nature of the Material Change to systems and processes which has triggered re-Qualification?
	Please give a description of the reason for the application for re-Qualification. Further guidance for re-Qualification triggers is provided in BSCP537 section 3.4
	
	

	1.2.2	What questions/sections of the SAD do you propose completing in respect of this application?
	Enter a list of all questions that are to be revised in respect of this re-Qualification application.
	
	

	1.2.3	For any outstanding BSC Audit issues please provide details of your rectification plans.
	Please provide an audit issue reference and a description of the rectification plan you have in place.
	
	



[bookmark: _Toc479678282][bookmark: _Toc507499337][bookmark: _Toc510102860][bookmark: _Toc531253214][bookmark: _Toc2849848]1.3	Additional information
This section is not mandatory but is provided so the applicant can provide any additional information that they consider to be relevant to their application
	Question
	Guidance
	Response
	Evidence

	1.3.1	What additional detail would you like to add to your response?
	The Applicant can use the space provided to add any additional clarification and/or evidence that they consider necessary.
This question is optional.
	
	






[bookmark: _Toc216606972][bookmark: _Toc268866320][bookmark: _Toc472338243][bookmark: _Toc475951174][bookmark: _Toc479678283][bookmark: _Toc507499338][bookmark: _Toc510102861][bookmark: _Toc531253215][bookmark: _Toc2849849]Section 2 – Project Management
	Objectives of this section
To ensure that the Applicant has managed the delivery/implementation of the service in a controlled manner so as to minimise any adverse risk to Settlement, including the impact on other Market Participants.

	Guidance for completing this section
It is expected that regardless of the size of the Applicant’s organisation and/or complexity of the development that a level of senior management control would be exercised over the project to ensure that what is delivered by the project meets the organisation’s requirements as well as those of the BSC.
A number of the other sections within the SAD address specific aspects/tasks that the project would undertake, e.g. testing and data migration. This section is aimed at the management control processes that are in place over the entire project, and all of its constituent parts. The section has been split as follows:
2.1	Complex Service Section (to be completed for Complex services only) (IT-based processes).
2.2	Simple Service Section (to be completed for Simple services only) (manual processes).
2.3	Additional questions for a system developed by a third party (to be completed in addition where the Applicant has relied upon a third party for all or part of their system development).
The questions in subsection 2.3 may require the Applicant to seek assistance from the third party in order to provide a response, however in all cases the responses are the responsibility of the Applicant. There may be an overlap in responses given and the Applicant should consider the most appropriate way to co-ordinate their own responses with those of the third party provider.



[bookmark: _Toc479678284][bookmark: _Toc507499339][bookmark: _Toc510102862][bookmark: _Toc531253216][bookmark: _Toc2849850]2.1	Complex Service Section
	Question
	Guidance
	Response
	Evidence

	2.1.1	How have you ensured that the development or modification of the service, including systems and processes, has been planned, monitored and controlled properly using a structured project management framework in accordance with Good Industry Practice?
	Good Industry Practice should include the following:
(1)	The development or modification should have a senior management supporter or ‘sponsor’ and/or an appropriate project board.
(2)	The scope, and as appropriate, the deliverables, phases and/or milestones of the project should be clearly defined.
(3)	Risks/issues which threaten project timescales, costs or overall success should be identified and planned for.
(4)	Formal mechanisms to initiate the project, grant financial approval, instruct relevant parties to proceed, monitor progress and, finally, close the project should exist.
(5)	On completion of a project/phase there should be an evaluation of the success of that project/phase.
(6)	All documentation relating to the project should be retained, either through a physical central location or a document register.
	
	



[bookmark: _Toc479678285][bookmark: _Toc507499340][bookmark: _Toc510102863][bookmark: _Toc531253217][bookmark: _Toc2849851]2.2	Simple Service Section
	Question
	Guidance
	Response
	Evidence

	2.2.1	How have you ensured that the development or modification of your organisation’s service including systems and processes, has been planned, monitored and controlled in accordance with Good Industry Practice?
	Good Industry Practice should include the following:
(1)	The development or modification should have a senior management supporter or ‘sponsor’.
(2)	The scope, deliverables and milestones of the project should be clearly defined.
(3)	Risks/issues which threaten project timescales, costs or overall success should be identified and planned for.
(4)	Mechanisms to initiate the project, grant financial approval, instruct relevant parties to proceed, monitor progress and, finally, close the project should exist.
(5)	On completion of a project there should be an evaluation of the success of that project.
(6)	All documentation relating to the project should be retained.
	
	



[bookmark: _Toc479678286][bookmark: _Toc507499341][bookmark: _Toc510102864][bookmark: _Toc531253218][bookmark: _Toc2849852]2.3	Additional Questions for a System developed by a third party
	Question
	Guidance
	Response
	Evidence

	2.3.1	How have you managed your third party developers during the project?
	Where aspects of system development/modification have been subcontracted to a third party, the Applicant should ensure it has exercised adequate control to ensure the systems developed/modified by the third party are of acceptable quality.
The response should address the following areas:
(1)	A defined scope should be agreed between each of the parties.
(2)	Clear roles and responsibilities for each of the parties should be set.
(3)	Regular checkpoint meetings and progress reporting should be in place.
(4)	Formal processes for signing off the delivery of the third party’s activities should be agreed.
	
	



[bookmark: _Toc479678287][bookmark: _Toc507499342][bookmark: _Toc510102865][bookmark: _Toc531253219][bookmark: _Toc2849853]2.4	Additional information
	Question
	Guidance
	Response
	Evidence

	2.4.1	What additional detail would you like to add to your response? 
	The Applicant can use the space provided to add any additional clarification and/or evidence that they consider necessary.
This question is optional.
	
	



[bookmark: _Toc216606973][bookmark: _Toc268866321][bookmark: _Toc472338244][bookmark: _Toc475951175][bookmark: _Toc479678288][bookmark: _Toc507499343][bookmark: _Toc510102866][bookmark: _Toc531253220][bookmark: _Toc2849854]Section 3 – Testing
	Objectives of this section
To ensure that the testing carried out by the Applicant can be relied upon to check that additional risk does not enter Settlement and that current and future Market Participants are not adversely impacted. To provide assurance that the testing plans and procedures followed (in respect of IT and/or manual processes) are of sufficient rigour to ensure that these risks are adequately addressed.

	Guidance for completing this section
The Applicant should be able to demonstrate that they have a comprehensive, documented approach to testing of the systems being developed that is appropriate for the complexity of the system. 
In completing the response the Applicant will need to demonstrate that they have satisfied themselves that the BSC requirements have been met and that the Applicant can demonstrate that they understand and can execute all business processes in the defined timescales. Testing should be designed to thoroughly test systems, manual processes, operational staff and local working procedures.
The section has been split as follows:
3.1	Complex Service Section (to be completed for Complex services only);
3.2	Simple Service Section (to be completed for Simple services only); and
3.3	Additional questions for a system developed by a third party (to be completed in addition where the Applicant has relied upon a third party for all or part of their system development)
The questions in subsection 3.3 may require the Applicant to seek assistance from the third party in order to provide a response; however, in all cases the responses are the responsibility of the Applicant. There may be an overlap in responses given and the Applicant should consider the most appropriate way to co-ordinate their own responses with those of the third party provider.



[bookmark: _Toc479678289][bookmark: _Toc507499344][bookmark: _Toc510102867][bookmark: _Toc531253221][bookmark: _Toc2849855]3.1	Complex Service Section
	Question
	Guidance
	Response
	Evidence

	3.1.1	How have you developed and implemented your test strategy and/or plans to demonstrate that you are able to operate the service?
	The response should address the following areas:
(1)	A clear approach to testing should be documented. Please provide a brief description of your overall approach to testing.
(2)	Responsibilities for each element of the plans should be defined and assigned.
(3)	Any risks associated with the plans should be documented and a risk analysis should have been performed. Where any risks identified are to be mitigated by testing this should be made clear.
(4)	Success or acceptance criteria should be defined for each stage of testing activity together with an explanation as to how these will be measured.
(5)	A policy for the performance of regression testing should be set out (when individual parts of the system fail their test requirements then any link between these and the rest of the system should be re-tested - (this is optional for Simple systems).
	
	

	3.1.2	How have you demonstrated that these plans have been formally approved?
	A project board and/or sponsor and/or senior member of the organisation should have approved all aspects of the test planning and documentation (including where relevant test strategy, test criteria, test specification and data and test schedules) prior to testing taking place. Evidence of the sign off of key documentation should be made available.
	
	

	3.1.3	How have you determined the extent and coverage of testing that you intend to perform?
	The extent and coverage of testing should be set out together with an explanation as to how this has been determined.
	
	

	3.1.4	What types of testing have you performed to ensure that all aspects of your service have been tested appropriately?
	Refer to Appendix 2 for additional information on the requirements for certain aspects of testing. Examples of business processes that require testing are referenced in the service specific sections.
Please note whether or not your testing covers each of the following areas and describe the level of testing carried out in each area:
(1)	Unit testing.
(2)	System testing.
(3)	Factory testing.
(4)	Integration testing.
(5)	Interface testing between the Applicant and other participants that you might reasonably be expected to interact with.
(6)	BSC Compliance (a documented link/audit trail between the BSC requirements identified as relevant to the operation of the service and the testing performed should be maintained, it is anticipated that this will be demonstrated by some form of mapping document showing each requirement and linking this to the system specifications or local working procedures with evidence as to how each has been tested). This is considered to be a key requirement of the Qualification process.
(7)	Performance, resilience and capacity testing (including a description as to how testing has demonstrated that the service will be able to perform at the level of activity predicted by your intended maximum scale of operations as detailed in Section 1).
(8)	Regression testing.
(9)	Disaster Recovery testing (to avoid repetition within the SAD, Disaster Recovery planning and testing has been covered as one topic in Section 4. Please provide a cross reference to your response in that section).
(10)	Business processes or user acceptance testing (a formal acceptance of the systems by the users is considered to be a key criteria for Qualification).
(11)	Testing of local working procedures (local working procedures should provide the link between the requirements that have to be complied with and the practical reality of operating the service).
(12)	Any other types of testing that may have been performed.
For Applications that will include a migration of data from one system to another, section 7 sets out the requirements for data cleansing, migration strategy planning and migration testing.
	
	

	3.1.5	How have you monitored the progress and results of testing at each stage?
	The response should address the following areas:
(1)	A formal record should be maintained of the progress of each of the testing activities planned in the test strategy or plans, including a record of actual test results against expected test results in order to determine whether testing is complete.
(2)	A formal record should be maintained of each fault, problem or issue encountered during the testing process.  Each fault, problem or issue should be given a severity and priority for resolution and tracked to closure/resolution. Evidence should be retained that failed scripts have been followed up and problems resolved.
(3)	A formal assessment should be performed at the end of each stage of the testing process in order to determine whether all testing activities are complete.
	
	

	3.1.6	How have you ensured that all high severity faults, problems and issues identified have been addressed and do you have a plan in place to address any non-high severity faults, which you consider can be addressed at a later stage?
	The response should address the following areas:
Reports should be produced on all outstanding faults and issues identifying for each the nature of the fault, severity, steps to be taken to resolve the fault and impact on the organisation’s ability to operate the service.
Evidence to support the response to this question is expected to include an issue log/report.
	
	

	3.1.7	How are you able to demonstrate that all planned testing has been completed?
	Evidence of completion is expected to include a test completion report. Where planned testing has not been completed an explanation as to why this has been the case should be provided within the supporting evidence.
It is anticipated that all high severity faults will have been cleared and this should be confirmed within any test completion report provided.
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	Question
	Guidance
	Response
	Evidence

	3.2.1	How have you ensured, through the use of appropriate testing, that the implementation or modification of your organisation’s service and processes will not introduce any additional risk into Settlement?
	The response should address the following areas:
(1)	Your organisation’s approach to testing and how this will demonstrate that you are able to operate the service.  This should include the extent and coverage of testing.
(2)	The approach to testing and all testing documentation should be formally approved by a senior management supporter or ‘sponsor’.
(3)	The types of testing performed, this will probably include the performance of normal working procedures and their review by an independent person.
(4)	Confirmation of the areas of the service that have been tested.  This may include: local working procedures; communication with other participants; Disaster Recovery; and performance/capacity testing.
(5)	BSC compliance testing
(6)	The results of tests performed, which will be available for independent review;
(7)	Where any issues/problems identified have not been resolved a plan to demonstrate how these issues will be resolved and why they do not affect your organisation’s ability to provide the service.
(8)	Details of evidence to be provided demonstrating that all planned testing has been completed.
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	Question
	Guidance
	Response
	Evidence

	3.3.1	How have you co-ordinated your test strategy and plans with that of the third party provider and how involved have you been in the development of a test strategy by the third party provider?
	The response should address the following areas:
(1)	Details of how testing has been divided between the Applicant and the third party provider should be provided. This should indicate how the Applicant has ensured that this provides full coverage of testing.
(2)	Evidence should be available that there has been liaison with any external third party provider setting out the testing requirements and evidence that the third party provider will be required to retain in order to demonstrate that the system has been adequately tested.
	
	

	3.3.2	How have you monitored the progress and results of the testing at each stage?
	The response should address the following areas:
(1)	A process should be put in place in order to report and monitor the progress and success of the testing performed by the third party. This should include progress meetings, regular reporting, a comparison of actual test results against expectation, reporting of faults or issues identified during testing together with a report on progress to address these problems.
(2)	A record of testing and results should have been received and reviewed by the Applicant.
	
	

	3.3.3	How have you been able to satisfy yourselves that the system provided by the third party meets your expectations?
	Please note that as a minimum it would be anticipated that user acceptance testing has been performed by your own organisation.
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	Question
	Guidance
	Response
	

	3.4.1	What additional detail would you like to add to your response?
	The Applicant can use the space provided to add any additional clarification and/or evidence that they consider necessary.
This question is optional.
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	Objectives of this section
To ensure that appropriate controls are in place to maintain the on-going integrity, confidentiality and availability of the data, systems and processes required for the effective operation of the service. The plans in place should ensure the availability of the service in the event that an incident occurs which results in the inability to operate any part of the service, and that these meet the requirements of the BSC and related requirements in the Code Subsidiary Documents for each service.

	Guidance for completing this section
The Applicant should be able to demonstrate that they have comprehensive, documented procedures in place to support the ongoing operation and back-up of the service. The section has been split as follows:
4.1	Complex Service Section (to be completed for Complex Services only).
4.2	Simple Service Section (to be completed for Simple Services only).
4.3	Additional questions for a system developed by a third party (to be completed in addition where the Applicant has relied upon a third party for all or part of their system development).
Where the SAD is being completed for re-Qualification purposes, existing Disaster Recovery plans and any contracts with third parties to provide such services should be updated to incorporate all changes to the systems, processes and people supporting the service.
Computer operations or housekeeping’ activities refer to the tasks performed regularly/periodically by the IT data centre staff to ensure the smooth running and availability of IT systems.  Examples of such activities include system performance monitoring, capacity monitoring of servers and databases, network traffic monitoring, virus scanning, initiating and monitoring back-ups and batch processes, and the identification and re-starting of failed/timed out processes.



[bookmark: _Toc479678294][bookmark: _Toc507499349][bookmark: _Toc510102872][bookmark: _Toc531253226][bookmark: _Toc2849860]4.1	Complex Service Section
	Question
	Guidance
	Response
	Evidence

	4.1.1	How do you ensure that you have appropriate security and control arrangements in place that are reviewed on a regular basis?
	The response should address the following areas:
(1)	The assignment of accountable owners for the security of business data and/or systems.
(2)	Existence of a Security Policy that complies with good industry practice such as BS7799 and on-going communication and education of this to all staff.
(3)	Clear assignment of responsibilities for the review and update of the Security Policy.
(4)	Competence and independence from day-to-day operations of the individual(s) responsible for review and update of the Security Policy.
(5)	Formal procedures and schedules in place for reviewing the Security Policy and adherence thereto, and reporting findings to Senior Management.
(6)	Procedures for resolving issues identified through the above review, updating the Security Policy and communicating the changes to all staff.
	
	

	4.1.2	How do you ensure the confidentiality of your data?
	The response should address the following areas:
(1)	Communication of confidentiality requirements to all staff either via a formal policy or within employment contracts.
(2)	Formal procedures to update policies / contracts and to communicate changes to all staff as and when they occur.
(3)	System controls in place to ensure data confidentiality is applied appropriately where relevant.
	
	

	4.1.3	What plans does your organisation have in place to address Disaster Recovery of all key data, systems and processes and how will you ensure business continuity considering the people, knowledge resources and office space required to operate the service?
	Your answer will need to cover each data centre and key process.
Refer to Appendix 3 for additional guidance on Disaster Recovery and business continuity planning and testing.
The response should address the following areas:
(1)	Existence of a Disaster Recovery Plan that complies with good industry practice. This should consider the following key areas:
(a)	A comprehensive assessment of the risks facing the service, mitigating actions required to address these risks and the assumptions made in the plan, such as the availability of key staff to implement the plan.
(b)	IT infrastructure, i.e. hardware and software, (including the identification of replacement sources of hardware and access to a copy of the latest live version of relevant software).
(c)	Surrounding procedures and supporting documentation, (including the invocation procedures in place to initiate the plan, clear assignment of responsibilities to appropriate staff within the plan for invocation).
(d)	Supporting services such as telecommunications.
(2)	Clear assignment of roles and responsibilities for the ongoing maintenance of the Disaster Recovery plan.
(3)	The existence of an alternative location from which to operate the full service.
(4)	The plans in place to transfer IT and business staff from the existing site to an alternative location.
(5)	Arrangements to bring in additional staff with an adequate level of knowledge to run the service in the event that existing staff are unavailable.
(6)	Existence of comprehensive IT and business local working procedures and system documentation and its suitability to be used by new staff unfamiliar with the service.
(7)	The back-up of local working procedures, system documentation and training material.
(8)	Documentation and back-up of key management reports and information used to monitor the service.
(9)	Commitment to the plan by Senior Management, e.g. Director review and sign-off.
	
	

	4.1.4	How have you tested your Disaster Recovery plans prior to go-live (or for a re-Qualification within the 12 month period prior to your re-Qualification application)?
	Refer to Appendix 3 for additional guidance on Disaster Recovery and business continuity planning and testing.
Disaster Recovery and business continuity plans should have been tested, with reasonable results within the 12 month period prior to your application.
	
	

	4.1.5	How will you ensure that your Disaster Recovery plans continue to be tested on an ongoing basis?
	Refer to Appendix 3 for additional guidance on Disaster Recovery and business continuity planning and testing.
The plans should be reviewed, update and tested on an ongoing basis (this should include the establishment of frequency and trigger criteria for updating the plan(s), and demonstration of commitment to test).  
	
	

	4.1.6	How has your business taken steps to ensure appropriate physical security and control procedures are in place to prevent unauthorised / inappropriate access to services and the supporting infrastructure?
	The response should address the following areas:
(1)	Service premises should be physically secure, with full supervision over visitors.
(2)	Location of key server hardware in a physically secure location or data centre that has appropriate environmental controls in place.
(3)	Access restricted to only key personnel needing to perform essential support activities.
(4)	Regular review of the employees permitted physical access to key server hardware.
(5)	Visitors requiring data centre or server room access (e.g. contractors) should be fully supervised and a record of their access retained.
(6)	‘Desktop’ workstations only held in physically secure locations.
	
	

	4.1.7	How has your business taken steps to ensure appropriate application security and control procedures have been developed with respect to your service to guard against unauthorised logical access to data and programs?
	The response should address the following areas:
Application level security controls in place over the service including:
(1)	Formal procedures in place for authorising the set up of application-level user access.
(2)	 Provision of individual user IDs/profiles and passwords for application-level access only (multiple concurrent logons and generic user IDs should be prohibited, application-level passwords should adhere to the good practice / security policy requirements).
(3)	Access to service system(s) assigned to individual users according to training undertaken and roles and responsibilities assigned.
(4)	Account lock-out procedures following repeated failure by a user to logon.
(5)	Formal requirements to periodically review existing user access to applications (and remove access where necessary) to ensure that changes to employee roles and responsibilities are mirrored by the application-level access.
	

	

	4.1.8	How has your business taken steps to ensure appropriate operating system and privileged security and control procedures have been developed with respect to your service to guard against unauthorised logical access to data and programs?
	The response should address the following areas:
Operating system level security and privileged access controls in place including:
(1)	Access to operating systems (e.g. UNIX, NT) restricted to IS support staff only.
(2)	Assignment of individual user IDs and passwords to all users authorised to have operating system access (e.g. For UNIX authorised users should log onto their own accounts and then “SU” to “root”; in the case of NT, authorised administrators should be assigned an individual profile in the “Administrator” group).
(3)	Invocation of audit trails to enable tracing of any activities to individual user ID accounts.
(4)	Segregation of duties between IS Support (e.g. IS support staff and security administrators) and business users carrying out day-to-day input and processing of data within the service system.
	
	

	4.1.9	How has your business taken steps to ensure appropriate database administration security and control procedures have been developed with respect to your service to guard against unauthorised logical access to data and programs?
	The response should address the following areas:
Database Administration security and access controls in place including:
(1)	Formal procedures to manage database administrator access to the live production environment.
(2)	Assignment of individual user IDs and passwords to database administrators (wherever possible) adhering to good practice / policy.
(3)	Application of changes to production only upon formal authorisation from the appropriate data owners.
(4)	Audit trail controls in place over DBA access to production data, including regular review of the audit trail produced.
	
	

	4.1.10	How has your business taken steps to ensure appropriate security and control procedures have been developed over external connections with respect to your service to guard against unauthorised logical access to data and programs?
	The response should address the following areas:
Security and controls in place over external connections (including email, internet, web servers, connections to third parties, removable media, etc.) including:
(1)	Use of firewalls, (including regular review over firewall configuration and monitoring over firewall reporting).
(2)	Virus detection and cleansing controls and procedures over all external network connections, servers and desktops (including regular update of anti-virus software and email monitoring over attachments).
(3)	Additional security controls in place over dial-up access (including additional risk assessment procedures over third party connections into the organisation’s information systems to ensure appropriate controls are in place).
	
	

	4.1.11	How do you ensure that your IT ‘housekeeping’ procedures, such as initiating data processing, system monitoring and back-ups are managed in an effective manner to ensure appropriate system availability?
	Refer to Appendix 3 for additional guidance on Disaster Recovery and business continuity planning and testing.
The response should address the following areas:
(1)	‘Housekeeping’ activities performed by the core operations/data centre team.  Please define the extent to which these procedures are automated.
(2)	Formal documentation and training in place to ensure IT staff are aware of their responsibilities and are competent to perform them.
(3)	Scheduling/monitoring performed to ensure that all daily/weekly/monthly housekeeping tasks are completed as necessary.
(4)	Procedures to ensure timely identification, logging and resolution of errors and/or problems.
(5)	Formal senior management review procedures to ensure that all IT operations/’housekeeping’ activities are performed as required in a timely manner.
	
	

	4.1.12	How have you ensured that appropriate data back-up, archive and restoration arrangements have been established and operate effectively?
	This question is not referring to the specific Disaster Recovery plans you have in place (4.1.3) but to daily operational back-up processes that should be performed.
The response should address the following areas
(1)	The back-up strategy implemented through user or computer operations procedures and task schedules.
(2)	Procedures and processes in place to regularly test back-up data to ensure it could be used to restore lost business data.
(3)	Regular and independent reviews of the back-up practices and formal reporting back to management.
	
	




[bookmark: _Toc479678295][bookmark: _Toc507499350][bookmark: _Toc510102873][bookmark: _Toc531253227][bookmark: _Toc2849861]4.2	Simple Service Section
	Question
	Guidance
	Response
	Evidence

	4.2.1	How do you ensure that you have appropriate security and control arrangements in place to ensure that the integrity, availability and confidentiality of your data is maintained on an ongoing basis?
	The response should address the following:
(1)	Details of your organisation’s security policy.
(2)	Procedures for reviewing your organisation’s Security Policy.
(3)	How you ensure that your data remains confidential.
	
	

	4.2.2	What plans does your organisation have in place to ensure that the service can continue to operate in the event of a Disaster?
	Refer to Appendix 2 for additional guidance on Disaster Recovery planning and testing.
The response should address the following:
(1)	The existence of a Disaster Recovery plan to ensure business continuity that complies with good industry practice.
(2)	Review of the plan on a regular basis and following the implementation of any changes.
(3)	Disaster Recovery plans should have been tested, with reasonable results, within the 12 month period prior to your application.
(4)	How you will ensure that your Disaster Recovery plan continues to be tested on an annual basis.
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	Question
	Guidance
	Response
	Evidence

	4.3.1	Where any aspect of your IT function is outsourced to a Third Party, how is this relationship managed?
	The response should address the following areas:
(1)	Service Level Agreements / Procedures to formally define the IT services provided by Third Parties.
(2)	Monitoring over the performance of Third Parties against agreed service levels / contractual obligations.
(3)	Regular review and update of Service Level Agreements.
(4)	Processes that you have put in place to ensure that you have an on-going assurance as to the integrity, confidentiality and availability of data, systems and processes where these are maintained and/or managed by a third party provider.
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	Question
	Guidance
	Response
	

	4.4.1	What additional detail would you like to add to your response?
	The Applicant can use the space provided to add any additional clarification and/or evidence that they consider necessary.
This question is optional.
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	Objectives of this section
To ensure that the Applicant has appropriate change management processes and procedures, which should include an on-going risk assessment process in order that any risks identified as a result of system, process or organisational changes either arising internally or as a result of changes to BSC requirements can be managed in a controlled manner so as to minimise any adverse risk to Settlement. 

	Guidance for completing this section
Changes to either computer systems or manual processes and procedures may arise as a result of either change made internally by the Applicant or due to changes in the BSC requirements.  Appropriate procedures need to be in place in order to identify these changes on a timely basis, to assess their impact and to ensure that they are implemented in a controlled manner to all areas and that documentation impacted by the change is updated appropriately. The responses provided should consider changes arising both internally and externally.
The section has been split as follows:
5.1	Complex Service Section (to be completed for Complex Services only).
5.2	Simple Service Section (to be completed for Simple Services only).
Section F of the BSC sets out the Modification process for changes to be made to the BSC itself. BSCP40 sets out the required change management processes for changes arising as a result of Code Subsidiary Document changes.
Additional guidance on a recommended Risk Assessment process is included within BSCP537. One element of this Risk Assessment process should be geared to considering when a re-Qualification application may be required.
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	Question
	Guidance
	Response
	Evidence

	5.1.1	How do you ensure that any risks arising as a result of changes to be made to your organisation, systems and processes are identified and assessed?
	Ongoing procedures should exist to ensure that all risks identified are assessed to ensure that any issues which present a risk to Settlement are identified and addressed.
These procedures should also identify whether the risk arising from the changes being made would trigger a need for re-Qualification as required by BSCP537.
Procedures to ensure that where a risk has been identified, a link has been provided to the mitigating action to be taken to address the risk.
	
	

	5.1.2	What change control procedures do you have in place and how do you ensure that these procedures are operating effectively?
	The response should address the following areas:
(1)	An individual (or team) is responsible for co-ordinating the change control process to ensure that it operates effectively and for ensuring that any potential issues are addressed.
(2)	Management have developed and documented change control procedures covering the implementation of (where relevant) new system software, application software, network systems, computer hardware operating programs as well as manual processes and procedures.
(3)	Change control procedures are in place to identify all changes made to the relevant sections of the BSC and other relevant Code Subsidiary Documents and ensure that the necessary changes to the service and relevant local working procedures are implemented within the required timescale.
(4)	Formally documented procedures have been developed and implemented to ensure that only authorised changes are processed.
(5)	Staff are aware of the change control procedures and their individual roles and responsibilities.
(6)	Appropriate data (including paper files or simple spreadsheets and databases) and system back-ups are taken prior to and after each change to ensure an operational system can be recovered if the change does not function as expected.
(7)	Management instigates regular reviews, perhaps by internal or external auditors, of the practices adopted by staff to ensure compliance with the change control procedures.
(8)	Procedures to identify whether any changes made internally will impact interfaces with other relevant BSC Systems and the services operated by other participants to ensure that these are notified to BSCCo and executed in accordance with the BSCP40.
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	Question
	Guidance
	Response
	Evidence

	5.2.1	How do you ensure that any risks arising as a result of changes to be made to your organisation’s systems and processes are identified and assessed?
	Ongoing procedures should exist to ensure that all risks identified are assessed to ensure that any issues which present a risk to Settlement are identified and addressed.
These procedures should also identify whether the risk arising from the changes being made would trigger a need for re-Qualification as required by BSCP537.
Procedures to ensure that where a risk has been identified, a link has been provided to the mitigating action to be taken to address the risk.
	
	

	5.2.2	What change control procedures do you have in place and how do you ensure that these procedures are operating effectively?
	The response should address the following areas:
(1)	There are documented change control procedures covering the implementation of any changes to your organisation’s service.
(2)	Change control procedures are in place to identify all changes made to the relevant sections of the BSC and other relevant Code Subsidiary Documents and ensure that the necessary changes to the service (including relevant local working procedures) are implemented within the required timescale.
(3)	Staff are aware of the change control procedures and their individual roles and responsibilities.
(4)	Appropriate data (including paper files or Simple spreadsheets and databases) are taken prior to and after each change to ensure an operational service can be recovered if the change does not function as expected.
(5)	Procedures to identify whether any changes made internally will impact interfaces with other relevant BSC systems and the services operated by other participants to ensure that these are notified to BSCCo and executed in accordance with the BSCP40.
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	Question
	Guidance
	Response
	

	5.3.1	What additional detail would you like to add to your response?
	The Applicant can use the space provided to add any additional clarification that they consider necessary. This field is optional.
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	Objectives of this section
To ensure that, in delivering the service, the Applicant has adequate processes and procedures in place to enable staff at all levels to understand the objectives/aims of the service they are delivering, their roles and responsibilities within the service and to ensure that as the service develops and expands that appropriate resources are in place to maintain the service and to minimise the risk to Settlement.

	Guidance for completing this section
In order for your service to work effectively it is essential that you have business procedures, referred to within this SAD as local working procedures, defining the requirements of the service you are delivering and how individual staff members fit in and support those requirements. It is also essential that your staff know how to operate those procedures, understand fully their responsibilities and the consequences to your organisation if the service should fail to operate as intended. Consequently, your staff must be trained in their duties and understand your business procedures.
It is also important that senior management within the service have the processes in place which will provide them with the information to assess whether the systems, processes and controls they have established are and remain effective in delivering the overall service.
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	Question
	Guidance
	Response
	Evidence

	6.1.1	What processes do you have/operate to ensure senior management can monitor the ongoing delivery of your service and identify and resolve any risk to Settlement that may be highlighted?
	It is important for senior management to be able to confirm that the objectives of the service they are delivering are met and continue to be met. Senior management should be able to demonstrate their commitment to these objectives and any corrective actions required.
The response should address the following areas:
(1)	In addition to roles and responsibilities in respect of the day to day activities of the service clear reporting lines exist which include senior management. This may be through an organisational chart and/or job/role descriptions.
(2).	Senior management hold regular service update/progress meetings and/or receive activity reports from staff.
(3)	Independent reviews are conducted on key aspects of the service, this may be senior management themselves or perhaps by internal audit staff.
(4)	Senior management receive and review communications from external third parties, which may provide an indication as to whether the service is delivering to its objectives. Examples of this may be that all complaints are reviewed by senior management, that any communication from/to BSCCo is handled by senior management and that ‘customer’ or ‘client’ satisfaction surveys are instituted by senior management.
(5)	Organisation wide communication processes are in place to both demonstrate commitments and receive staff feedback, e.g. company magazine/newsletter/intranet, staff suggestion process.
	
	

	6.1.2	How are you able to demonstrate that your organisation has got local working procedures at an appropriate level of detail for the service you propose to operate?
	For local working procedures to be developed in an organised and comprehensive way, which allows them to be easily communicated to staff and applied consistently, they will need to be documented.
In answering this question, you need to identify the business processes/procedures for which you need to prepare local working procedures.
Where you are applying for re-Qualification, and where the changes to your service impact your local working procedures, your response should describe the procedure(s) you have performed to ensure that local working procedures have been appropriately updated. This may overlap with your response to questions in Section 5, Change Management. You are advised to compare the response to questions in Section 5 with this question in order to minimise the level of duplication or repetition in your responses.
Assurance that the local working procedures are operating as intended and/or are ‘fit for purpose’ may also be derived from an independent review. If such a review has been performed any reports should be available as part of the evidence open to inspection by BSCCo as part of the follow-up process.
	
	

	6.1.3	What staff development processes do you have in place to ensure that your service operates effectively and in accordance with your local working procedures?
	The response should address the following areas:
(1)	Regular staff appraisals or skills reviews are conducted to ensure knowledge / skills / resource gaps are identified and actions taken to resolve them, this may include the use of individual staff training plans.
(2)	Service/Development training plans are implemented to ensure that staff know and understand (both before go-live and during their ongoing operation of the live service) their roles and responsibilities and how to operate in accordance with local working procedures.
(3)	As appropriate, supporting guidance material has been developed and made available to staff.
Where you are applying for re-Qualification your response should specifically address the procedure(s) you have performed to assess the need for staff training in respect of the specific changes you are making to the service. This may overlap with your response to questions in Section 5, Change Management. You are advised to review the questions in Section 5 so as to minimise the level of duplication or repetition in your responses.
	
	

	6.1.4	What planning have you undertaken and/or what ongoing monitoring processes do you have in place to ensure you have sufficient resources to operate your service, particularly as you move from your start up volume to your intended maximum scale of operations (in terms of the numbers of MSIDs)?
	Refer to Appendix 2 for additional information on capacity planning and testing.
The response to questions in section 3 with regard to capacity testing will have demonstrated that the systems are capable of operating to the intended maximum scale of operations (level of MSIDs). This question is aimed at ensuring that after go live all resources (IT infrastructure, IT systems, staff at all levels/functions, office space, etc.) are capable of assessment to ensure that as capacity is approached actions can be taken to maintain the service provided.
Different assessment approaches may be employed depending upon the resource. As illustrative examples:
(1)	IT infrastructure: you may operate a combination of formal future capacity planning – (documenting the technical specifications of the IT infrastructure and the configurations to be used as volumes increase), together with ongoing monitoring of network downtime/usage/response times to identify stress points and act as the trigger to assess the need to upgrade the infrastructure.
(2)	Operational staff – you may operate a number of processes to assess whether the levels of operational staff are sufficient to meet the day to day workloads of the service. Such processes may be monitoring the levels of manual processing/exception backlogs, staff appraisal/development reviews and independent reviews by internal audit.
The response to this question should address all resource elements of the service and all the activities employed in relation to each element. It is acknowledged that you may have already described the processes you employ in responding to other questions within this SAD. If that is the case it is recommended that you make brief reference to the process employed and cross refer to the detailed response where the process is described fully.
	
	



[bookmark: _Toc479678304][bookmark: _Toc507499359][bookmark: _Toc510102882][bookmark: _Toc531253236][bookmark: _Toc2849870]6.2	Additional Information
	Question
	Guidance
	Response
	Evidence

	6.2.1	What additional detail would you like to add to your response?
	The Applicant can use the space provided to add any additional clarification and/or evidence that they consider necessary.
This question is optional.
	
	






[bookmark: _Toc216606977][bookmark: _Toc268866325][bookmark: _Toc472338248][bookmark: _Toc475951179][bookmark: _Toc479678305][bookmark: _Toc507499360][bookmark: _Toc510102883][bookmark: _Toc531253237][bookmark: _Toc2849871]Section 7 – Initial Data Population and/or Data Migration
	Objectives of this section
This section looks at the controls in place to ensure that the data used to initially populate the systems supporting your service is of reasonable quality.  The section focuses on MSID-related data only.  Other data, required to run your service effectively, such as Market Domain Data (MDD) and Daily Profile Co-efficients (DPC) which are not related to a specific MSID is considered in the service specific SAD sections.

	Guidance for completing this section
In the following circumstances there is no requirement to complete this section: 
1. Where you plan to use the Change of Agent process alone (with no bulk data fixes) to populate your system.
1. Where Applicants are applying for re-Qualification of their existing, operating service without making any changes to the supporting systems or data on the systems.
The section has been split as follows:
7.1	Complex Service Section (to be completed for Complex Services only).
7.2	Simple Service Section (to be completed for Simple Services only)



[bookmark: _Toc479678306][bookmark: _Toc507499361][bookmark: _Toc510102884][bookmark: _Toc531253238][bookmark: _Toc2849872]7.1	Complex Service Section
	Question
	Guidance
	Response
	Evidence

	7.1.1	How have you ensured that a data population / migration strategy has been developed to an appropriate level of detail to demonstrate that you are able to operate the service following data population / migration?
	Evidence would be expected to include a data population / migration strategy defining:
(1)	A clear approach to the initial data population / migration of the records/systems.
(2)	Responsibilities and timescales for each element of the plans.
(3)	 Any risks associated with the plans and mitigating controls to be implemented.
(4)	Success or acceptance criteria for each stage of data population / migration activity together with an explanation as to how these will be measured.
(5)	Contingency procedures to ensure a continuing service in the event that the migration process fails.
	
	

	7.1.2	How can you ensured that the service is populated with data that has a level of accuracy such that it meets the data quality requirements and performance standards as set out in the BSC, BSCPs, PSL100 and, where relevant, data cleansing is performed?
	The response should address the following areas of the data population / migration process:
(1)	The measures put in place to ensure the timely transfer of all MSID-related data to the system supporting the service prior to go-live.
(2)	Controls implemented to ensure the completeness, accuracy and integrity of the migration of data (including procedures for ensuring incoming and outgoing data flows are processed appropriately during the data migration process).
(3)	Procedures to ensure that any poor quality data is cleansed prior to migration onto the new system.
(4)	Procedures to identify and resolve any data migration failures / exceptions.
(5)	Demonstration of an appropriate audit trail.
	
	



[bookmark: _Toc479678307][bookmark: _Toc507499362][bookmark: _Toc510102885][bookmark: _Toc531253239][bookmark: _Toc2849873]7.2	Simple Service Section
	Question
	Guidance
	Response
	Evidence

	7.2.1	What plans have you developed to ensure that you are able to populate or transfer any required data or information in order to operate the service?
	Evidence would be expected to include a data population / migration plan defining:
(1)	The data population / migration approach.
(2)	Responsibilities and timescales for data population / migration.
(3)	Any associated data population / migration risk and mitigating controls.
(4)	Success or acceptance criteria for the data population / transfer activity together with an explanation as to how this will be measured.
	
	

	7.2.2	How can you ensure that the service is populated with data that has a level of accuracy such that it meets the data quality requirements and performance standards as set out in the BSC, BSCPs and PSL100 for each service, and, where relevant, data cleansing is performed?
	The response should address the following areas: 
(1)	The measures put in place to ensure that all required data or information is available in time for go-live.
(2)	Controls implemented to ensure the completeness, accuracy and integrity of the information to be transferred, ensuring that you are able to deal with any communications or notifications received during the transfer process, e.g. batch totals, record counts and control totals.
(3)	Procedures to ensure that any poor quality data is cleansed prior to migration onto the new system.
(4)	Procedures to identify and resolve any data migration failures / exceptions.
(5)	Demonstration of an appropriate audit trail. 
	
	



[bookmark: _Toc479678308][bookmark: _Toc507499363][bookmark: _Toc510102886][bookmark: _Toc531253240][bookmark: _Toc2849874]7.3	Additional Information
	Question
	Guidance
	Response
	

	7.3.1	What additional detail would you like to add to your response?
	The Applicant can use the space provided to add any additional clarification and/or evidence that they consider necessary.
This question is optional.
	
	






[bookmark: _Toc216606978][bookmark: _Toc268866326][bookmark: _Toc472338249][bookmark: _Toc475951180][bookmark: _Toc479678309][bookmark: _Toc507499364][bookmark: _Toc510102887][bookmark: _Toc531253241][bookmark: _Toc2849875]Section 8 – NHHDC
	Objectives of this section
The objective of this section is to consider the controls that have been built into the systems and processes supporting your Agency Service to ensure the operational requirements of the BSC, BSCP504 and PSL100 are met.  Whilst Sections 1 to 7 of the SAD are generic to all Agency Services, this section focuses on the specific controls required to operate effectively as a NHHDC agent.

	Guidance for completing this section
The NHHDC agent collects and processes Meter readings and performs the calculation of Estimated Annual Consumption (EAC) and Annualised Advance (AA) values.  Settlement of Non Half Hourly Metering Systems is performed on the basis of profiled EAC and AA values for onward submission to the NHHDA agent. The section is split as follows:
Business Processes and Mitigating Controls:  This set of questions looks at the controls over the input of Meter readings to the NHHDC system, the subsequent creation of EAC and AA values and the transmission of these to the NHHDA agent.  It also considers the maintenance of standing data (which, if incorrect, may impact upon Settlement), the provisions for a full audit trail history of the data used by your Agency Service, and any changes made to it as outlined in BSCP504 and PSL100.
Exception Management:  The section looks at the specific controls you have in place to report on, monitor and resolve exceptions during the processing of your data. 
A number of questions in the SAD relate to ‘data quality’.  This section of the SAD is concerned with the on-going quality of your data when your Agency Service is live and in operation.  The quality of the data used to initially populate your Agency Service is considered in Section 7 of the SAD.  A number of the questions in the Agency Service specific sections of the SAD relate to how you will ensure the accuracy of incoming and outgoing data and in the event that poor quality data does enter your Agency Service, how you identify and resolve this to minimise the impact upon other Parties and Party Agents.
Both system and manual controls should be considered when answering the SAD questions as your Agency Service will rely on both system and manual processes to effectively fulfil its obligations. Responses should consider the procedures in place for dealing with electronic flows received via the DTN and also manual data flows received via any other means (e.g. email, fax letter).



[bookmark: _Toc479678310][bookmark: _Toc507499365][bookmark: _Toc510102888][bookmark: _Toc531253242][bookmark: _Toc2849876]8.1	Business processes and mitigating controls
	Question
	Guidance
	Response
	Evidence

	8.1.1	How do you ensure that data flows are received and processed completely, accurately and in a timely manner, in line with the requirements of BSCP504 and PSL100?
	The NHHDC agent receives a number of key inputs, including the following:
(1)	Appointment and termination notifications on D0155 and D0151 data flows (including read frequency requests) from Supplier (BSCP504 3.2, 3.3 & 3.4).
(2).	Metering System Settlement detail affirmations on a D0052 data flow (including D0052 received for Unmetered Supply Metering Systems) from Suppliers (BSCP504 3.2 & 3.3).
(3)	Notification of mapping details, Non Half Hourly Meter Technical Details and Auxiliary Meter Technical Details on D0149, D0150 and D0313 data flows from Meter Operator Agents (BSCP504 3.2 & 3.3).
(4)	Confirmation or rejection of energisation status change on a D0139 data flow from Meter Operator Agents (BSCP504 3.3.3, 3.3.4, 3.3.5).
(5)	Notification of change to other Parties from Suppliers on a D0148 data flow (BSCP504 3.2, 3.3 & 3.4).
(6)	Market Domain Data on D0269 and D0270 data flows and Daily Profile Coefficients on a D0039 file from SVAA. (BSCP504 3.1). 
The response should address the following areas:
(a)	The identification, review and authorisation of all flows prior to processing.
(b)	Controls in place to ensure that all data required or expected is received. This may be through controls within the update routines or through manual controls.
(c)	The validation of data for formats and lengths, e.g. the MSID is valid.
(d)	The validation of standing data received against the latest version of MDD, data items and combinations such as Profile Class, Standard Settlement Configuration, Data Aggregator ID, Data Collector ID, Meter Operator Agent ID, Supplier ID, GSP Group or energisation status.
(e)	The validation of data for its internal consistency.
(f)	The controls over the completeness and accuracy of MDD in line with the go-live dates as published in the MDD circulars, including controls to ensure that where MDD items are selectively applied to the database, that the appropriate items are selected and that all are applied completely and accurately. Please specify whether this process will require manual intervention.
	
	

	8.1.2	How do you ensure that Meter reads are scheduled in line with BSCP504 and PSL100?
	Please provide a response for all types of Metering Systems for which you operate as NHHDC, e.g. standard cyclic Metering Systems, remote pre-payment Metering Systems, de-energised Metering Systems, Automated Metering Systems, etc.
	
	

	8.1.3	Where your retrieval system is separate from your data processing system, what controls do you have in place to ensure that Meter readings collected by one system are transferred completely and accurately to the other?
	This question is only relevant to Agents operating separate data retrieval and data processing systems. Where this is not relevant please state “not applicable”.
	
	

	8.1.4	How do you ensure that all appropriate Meter readings are collected, to satisfy BSCP504 and PSL100?
	The response should address the following areas:
(1)	The controls in place to ensure the completeness of Meter read collection and upload onto the system. This should include both manual and electronic Meter reads including the following read types: 
(a)	Hand held unit.
(b)	D0010 – from Supplier or Meter Operator Agent.
(c)	Other electronic files.
(d)	Interactive voice recognition system.
(e)	Operator phone conversation.
(f)	Read sheet or read card.
(g)	Automated Meter Readings.
(2)	When visiting a site or remotely contacting a site the checks are performed as detailed in BSCP504 Appendix 4.1. 
(3)	The processes to ensure that any consumption for Metering Systems recorded as de-energised on your Agency Service is identified and processed to Settlement.
(4)	The controls in place to check that all scheduled reads have been performed. 
	
	

	8.1.5	How do you ensure that Meter readings are validated to satisfy BSCP504 and PSL100?
	The response should address the type and level of validation undertaken against each of the read types, including those defined in question 8.1.4 above.
The minimum validation requirements for Meter readings are set out in BSCP504 Appendix 4.2.
The response should specify where the validation is performed (may be split between different parts of the system).
Controls should be in place to ensure that the validation is performed on all Meter read types – reads may be input by different methods.
(Question 8.2.1  relates to how you would deal with reads that have failed validation)
	
	

	8.1.6	What controls do you have in place to ensure that Meter reads are only withdrawn in the circumstances given in BSCP504 3.3.8?
	The response should address the following areas:
(1)	The controls in place to identify circumstances in which a read withdrawal is required (either internally or as a result of an external instruction).
(2)	The controls in place to ensure the accuracy of the read withdrawal and application of roll back procedures.
(3)	The controls in place to ensure that the corrected consumption for a Metering System is calculated and then passed to NHHDA.
	
	

	8.1.7	What controls do you have in place to ensure that a correct EAC/AA is calculated on receipt of consumption data as per the BSC Section S Annex 2 4.3?
	The response should address the controls in place to ensure that all appropriate data is passed to, and from, the EAC/AA system and the NHHDC system, which may include:
(1)	Validation of input/output files, e.g. by control totals, checksums.
(2)	Procedures to re-submit data that has failed validation.
(3)	Controls in place to ensure the complete receipt of downloads, e.g. a one to one matching process or file sequencing. 
	
	

	8.1.8	Where it is necessary for your Agency Service to deem a read to meet the requirements of the BSC, BSCP504 and PSL100 how do you ensure that the read calculated is accurate and in line with specified procedures?
	The response should address all approaches to deeming reads such as electronically via the EAC/AA calculator, manual calculation etc. For each of the methods utilised, the response should consider the following:
(1)	The procedures in place for identifying the need to calculate a deemed read.
(2)	The controls in place to ensure that all appropriate data is passed to, and from, your EAC/AA system and your NHHDC system.
(3)	The procedures for ensuring deemed reads are calculated as per the BSC where the EAC/AA Calculator is not used.
	
	

	8.1.9	How do you ensure that all calculated, estimated and actual consumption data is transmitted to the appropriate Data Aggregator (on a D0019 data flow – Metering System EAC/AA Data) completely, accurately and on a timely basis?
	The response should address the following areas:
(1)	A schedule of expected transmission dates/times is drawn up and maintained, such that staff are made aware and the transmissions made are monitored, to ensure the timetable is met.
(2)	All relevant data for transmission is collated completely, accurately and in the required format, including:
(a)	All EAC and AA values calculated by the EAC/AA calculation process.
(b)	Initial EAC values for new Metering Systems or on change of Profile Class or Standard Settlement Configuration.
(c)	Revised EACs for Unmetered Supplies.
(d)	Revisions to EAC/AA values sent previously.
(3)	The correct Data Aggregator(s) is identified.
(4)	File sequence numbers are maintained for each recipient Data Aggregator to ensure all are processed, and in the correct order.
(5)	Record counts and check sums are provided in the data transmitted to ensure completeness.
(6)	Where the DTN is not used for transmission, an acknowledgement check is performed to confirm receipt of the files by the NHHDA.
	
	

	8.1.10	What controls do you have in place to ensure that the requirements of BSCP504 are met when Change of Supplier/Change of Agent notifications are processed? (BSCP504 3.2.3, 3.2.4, 3.2.5, 3.2.6 & Appendix 4.8)
	The response should include the following key events, which may take place as part of the Change of Agent (‘CoA’)/ Change of Supplier (‘CoS’) process:
(1)	The processing of request for Metering System related details on a D0170 data flow both as the incoming and outgoing agent.
(2)	The processing of an instruction to obtain change of Supplier reading on a D0072 data flow on a CoS or CoA event.
(3)	The controls in place over your Agency Service to ensure the creation and complete and accurate sending of historic Meter reading data on a D0010 data flow and Metering System historical EAC/AA data on a D0152 data flow per BSCP504 3.2.3.
(4)	The mechanisms in place to monitor the timescales in which the above data flows: into and out of your Agency Service; and is processed.
	
	

	8.1.11	How do you ensure that appropriate procedures are in place to revise the EAC/AA in the event that historic standing data or Meter reads change in line with the requirements of BSCP504 and PSL100?
	The response should address the following areas:
(1)	The procedures for identifying changes that may affect the EAC/AA calculated for an MSID.
(2)	The procedures for re-submitting changed data to the EAC/AA Calculator and ensuring that the new EAC/AA data is transmitted to the Data Aggregator. 
	
	

	[bookmark: OLE_LINK5]8.1.12	What action have you taken to ensure that where a read has been received post Final Reconciliation Settlement Run (RF) but no read pre RF, that the BSC rule is applied as specified in BSCP504 Appendix 4.5.
	The response should address the following areas:
BSCP504 Appendix 4.5 specifies that where the EAC for a Metering System supplied to NHHDA for inclusion in a Final Reconciliation Settlement Run has not been submitted with an AA for the Metering System, the NHHDC should have procedures in place to:
(1)	Determine a Deemed Meter Advance (DMA) for each Settlement Register using the specified formula.
(2)	Determine an EAC/AA value for each register substituting the value of Meter Advance (MA) with the DMA and the Meter Advance Period (MAP) with the Deemed Meter Advance Period (DMAP).
(3)	Determine an MA for each register for the period as specified.
(4)	Determine EAC/AA for each register using the MA and the new MAP as calculated.
	
	

	8.1.13	What action have you taken to ensure that where a Supplier requests that a site should be treated as Long Term Vacant (LTV) (or where this ceases to be the case) the appropriate BSC rules are applied as set out in S-2?
	BSCP504 sections 3.3.13 and 3.3.14 set out the process to be followed by the NHHDC when notified by a Supplier that either a site qualifies or no longer qualifies for LTV treatment. Please detail the processes and controls in place to address the following:
At the start of the LTV period:
(1).	Processing of notifications from Suppliers of zero-EACs received on D0052 data flows.
(2).	Sending of notifications of deemed Meter readings (as appropriate) for the EFD of the LTV period to the Supplier and LDSO on D0010 data flows.
At the end of the LVT period:
(1)	Processing of non-zero EACs received from the Supplier on D0052 data flows.
(2)	Obtaining or processing Meter readings.
(3)	Notification of deemed Meter readings to the Supplier and LDSO as appropriate.
	
	

	8.1.14	How have you ensured that appropriate audit trails are in place per BSCP504 Sections 4.16 and 4.17 and PSL100 Section 9.1, 10.2 and 10.3?
	The response should address the existence of audit trails over the following areas:
(1)	Changes to standing data.
(2)	Changes to Meter reads.
(3)	Changes to EAC/AA or DMA calculations.
(4)	A history of all data flows (manual and electronic) received and sent out.
In all circumstances you should consider whether there is enough information available for an independent person to identify the source and nature of the change (archived information should be stored so that it is available for enquiry).  This should include a rationale for decisions that were made.
	
	

	8.1.15	What controls and procedures do you have in place to ensure that the requirements of BSCP533 are met? 
	The response should address the following:
(1)	Calculations are in accordance with the calculation guidelines specified in BSCP533 Appendix B PARMS Calculation Guidelines
(2)	Data submissions are made in accordance with the timetable specified in BSCP533
(3)	Data is submitted in the required file format specification (in accordance with BSCP533 Appendix A PARMS Data Provider File Formats)
(4)	Controls in place for data validity and completeness
Demonstration of a full understanding of, and capability to fulfil, the obligations and requirements of PARMS.
	
	

	[bookmark: OLE_LINK3]8.1.16	How have you ensured that you can meet the data retention requirements set out in BSC Section U1.6 and PSL100 Section 10.2.1?
	Section U1.6 sets out the requirements on Parties and their Party Agents to retain Settlement data for:
(1)	28 months after the Settlement Day to which it relates on-line;
(2)	Until the date 40 months after the Settlement Day to which it relates in an archive; and
(3)	At the request of the Panel, for more than 40 months if needed for an Extra-Settlement Determination.
The response should address the following:
(a)	Controls to ensure that any archived data can be retrieved within 10 Business Days.
(b)	Systems and procedures to ensure that all data that is retained is in a form in which the data can be used in carrying out a Settlement Run or Volume Allocation Run.
	
	



[bookmark: _Toc479678311][bookmark: _Toc507499366][bookmark: _Toc510102889][bookmark: _Toc531253243][bookmark: _Toc2849877]8.2	Exception Management
	Question
	Guidance
	Response
	Evidence

	8.2.1	What procedures are in place for identifying, monitoring and resolving unprocessed data flows or notification exceptions arising in processing and other errors in order to ensure that service level requirements are met?
	Within the requirements of the service there are a number of points at which delays in processing data could occur, which, if not addressed, could result in the timescale requirements, as set out in BSCP504 or PSL100, being exceeded. This could consequentially have an adverse impact on the quality of data used by other Party Agents or Parties in the Settlement process.
The response should address the following areas:
(1)	The internal reporting mechanisms in place to identify rejections, errors and backlogs in data processing on a daily basis.
(2)	The ongoing analysis performed to identify:
(a)	all points of rejection/failure in data flow processing.
(b)	all areas where backlogs may occur in processing e.g. where there are dependent flows such as D0149/D0150/D0313 data flows or where manual review is required to validate data.
(3)	Management processes in place to monitor performance against the standards as set out in BSCP504.
(4)	Procedures setting out the action to be taken to resolve different exception types and provide guidance as to how to resolve underlying problems, which may be preventing a data flow/notification from processing. 
(5)	A mechanism to capture any root causes of exceptions/problems should be established in order for preventative controls to be established or enhanced.
As a minimum please ensure that the response to the above addresses actions surrounding the follow up of those data flows specified in question 8.1.1 above and also addresses the following: 
1. EAC/AA requests.
1. D0010 – electronic Meter reads.
1. Manual reads.
1. Failed reads.
For Meter reads controls should be in place to monitor and review the level of manual validation override performed by operators (in order to determine how often reads that have initially failed validation have then subsequently processed as a result of the application of judgement by the operator). Specify the processes and procedures that will be in place to ensure that where manual validation override is applied it is carried out completely and accurately and only in the appropriate circumstances.
BSCP504 Appendix 4.8 sets out the limited circumstances in which a Meter read which has failed validation can be manually adjusted and subsequently re-processed. Controls should be in place to ensure that adjustment is only applied in the circumstances set out in the BSCP. Management controls should be in place to monitor and review this activity.
	
	

	8.2.2	How do you ensure that all P35 and D0023 flows received from Data Aggregators are identified, investigated and resolved?
	Questions 8.1.9 addresses the sending of Metering System EAC/AA data on a D0019 data flow to the appointed NHHDA.  If the D0019 is rejected by the NHHDA, the following may be returned to the NHHDC:
(1)	For transmission problems an Invalid Instruction P0035 data flow will be returned.
(2)	For instruction level validation problems a failed instruction on a D0023 data flow will be sent.
The response should address the following areas:
(a)	Controls to identify when these rejection data flows are received.
(b)	The action required to follow up the error should be detailed, including notifying the Data Aggregator and/or registered Supplier where the NHHDC considers the fault to lie with other parties’ systems/processes.
(c)	Procedures to identify whether a file resend or new D0019 is the appropriate response.
(d)	The timescales within which actions should be taken to resolve the P0035/D0023.
(e)	Management monitoring processes to ensure all P0035/D0023 data flows received are being progressed and resolved in a timely manner.
	
	

	8.2.3	What procedures do you have for identifying and resolving data discrepancies between your NHHDC Agency Service and the SMRA (reported via the D0095 data flow)?
	The NHHDA system performs a comparison between the data it receives from both the SMRA and the NHHDC Agent. Any discrepancies arising from this comparison would then be notified to the Supplier on the NHHDA exception report (on a D0095 data flow). The Supplier may then report these discrepancies to the NHHDC Agent for resolution/investigation.
The response should address the following areas:
(1)	The controls and processes in place to resolve any exceptions reported on the D0095 data flows received from Suppliers, including procedures which specify the action to be taken for each error code reported.
(2)	The monitoring controls in place for analysing and controlling the level of outstanding D0095 exceptions in order to facilitate root cause analysis.
	
	

	8.2.4	What procedures do you have in place to proactively monitor and improve the standards of quality of the data (both standing data and Meter reads) used by your Agency Service?
	The response should address the following areas:
(1)	Processes in place to measure and report upon data quality, (including what data quality is measured against and how you would identify an improvement or decline in the quality of data used by your Agency Service).
(2)	Review of data quality statistics by senior management.
	
	



[bookmark: _Toc479678312][bookmark: _Toc507499367][bookmark: _Toc510102890][bookmark: _Toc531253244][bookmark: _Toc2849878]8.3	Additional information
	Question
	Guidance
	Response
	

	8.3.1	What additional detail would you like to add to your response?
	The Applicant can use the space provided to add any additional clarification and/or evidence that they consider necessary.
This question is optional.
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	Objectives of this section
The objective of this section is to consider the controls that have been built into the systems and processes supporting your Agency Service to ensure the operational requirements of the BSC, BSCP502 and PSL100 are met.  Whilst Sections 1 to 7 of the SAD are generic to all Agency Services, this section focuses on the specific controls required to operate effectively as a HHDC agent.

	Guidance for completing this section
[bookmark: _Ref475950667][bookmark: _Ref472337934][bookmark: _Ref475950128]The HHDC agent collects and validates metered data for HHDC-serviced Metering Systems[footnoteRef:1] or receives (and may validate) metered data from Supplier-serviced Metering Systems[footnoteRef:2] for onward submission to the relevant HHDA agent. The HHDC agent is required to send active energy data to the HHDA in kWh. The section is split as follows: [1:  HHDC-serviced Metering System’ is a Metering System where the HHDC is responsible for collecting data directly from the Metering System.]  [2:  Supplier-serviced Metering System’ is a Metering System where the Supplier obtains data from a SMETS compliant Meter, either directly or using a service provider.] 

Business Processes and Mitigating Controls: This set of questions looks at the controls over the input of Meter readings to the HHDC service and the subsequent transmission of data to the HHDA agent.  It also considers the maintenance of standing data (which, if incorrect, may impact upon Settlement), the provisions for a full audit trail history of the data used by your Agency Service, and any changes made to it as outlined in BSCP502.
Exception Management: This set of questions looks at the specific controls you have in place to report on, monitor and resolve exceptions during the processing of your data.
A number of questions in the SAD relate to ‘data quality’.  This section of the SAD is concerned with the on-going quality of your data when your Agency Service is live and in operation.  The quality of the data used to initially populate your Agency Service is considered in Section 7 of the SAD.  A number of the questions in the service specific sections of the SAD relate to how you will ensure the accuracy of incoming and outgoing data and in the event that poor quality data does enter your Agency Service, how you identify and resolve this to minimise the impact upon other Parties and Party Agents.
Both system and manual controls should be considered when answering the SAD questions as your Agency Service will rely on both system and manual processes to effectively fulfil its obligations. Responses should consider the procedures in place for dealing with electronic flows received via the DTN and also manual data flows received via any other means (e.g. email, fax letter).



[bookmark: _Toc479678314][bookmark: _Toc507499369][bookmark: _Toc510102892][bookmark: _Toc531253246][bookmark: _Toc2849880]9.1	Business processes and mitigating controls
	Question
	Guidance
	Response
	Evidence

	9.1.1	How do you ensure that standing data is received and processed completely, accurately and in a timely manner, in line with the requirements of BSCP502 and PSL100?
	The HHDC Agent receives a number of key inputs, including the following:
(1)	Appointment and termination notifications from Suppliers on D0155 and D0151 data flows (including read frequency requests) (BSCP502 3.2, 3.3).
(2)	Notification of change to other parties from Suppliers on a D0148 data flow (BSCP502 3.2 & 3.3).
(3)	Confirmation or rejection of energisation status change on a D0139 data flow from Meter Operator Agents (BSCP502 3.3, & 3.3).
(4)	MDD data flows from SVAA on D0269 and D0270 data flows (BSCP502 3.1).
(5)	Notification of Measurement Class /EAC/Profile Class on a D0289 data flow (BSCP502 3.2 & 3.3).
(6)	Half Hourly Meter Technical Details on a D0268 data flow (BSCP502 3.2, 3.3, and 3.5), including those for Unmetered Supplies and, where relevant, a Complex Site Supplementary Information Form.
(7)	Notification of address details on a D0131 data flow.
The response should address the following areas: 
(a)	The identification, review and authorisation of all data flows prior to processing.
(b)	Controls in place to ensure that all data required or expected is received. This may be through controls within the update routines or through manual controls.
(c)	The validation of data for formats and lengths, e.g. the MSID is valid.
(d)	The validation of standing data received against the latest version of MDD and data held such as Measurement Class, Data Aggregator ID, Data Collector ID, Meter Operator Agent ID, Supplier ID, GSP Group or energisation status.
(e)	The validation of data for its internal consistency.
(f)	The controls over the completeness and accuracy of MDD data in line with the go-live dates as published in the MDD circulars, including controls to ensure that where MDD items are selectively applied to the database, that the appropriate items are selected and that all are applied completely and accurately. Please specify whether this process will require manual intervention.
	
	

	9.1.2	For Metering Systems where you retrieve the data and where your retrieval system is separate from your data processing system, what controls do you have in place to ensure that Meter readings collected by one system are transferred completely and accurately to the other?
	This question is only relevant to Party Agents operating separate data retrieval and data processing systems. Where this is not relevant please state “not applicable”.
Controls should be in place to ensure that, where these activities are separate, each system is updated with all required standing data in order for it to perform its function. Procedures should ensure that data held by different parts of the system is consistent. 
	
	

	9.1.3	How do you ensure that all appropriate Meter readings are collected or have been received to satisfy BSCP502 requirements? (BSCP502 3.4)
	The response should address the following areas:
(1)	The controls in place to ensure the completeness of Meter read collection and upload onto the system; this should include both manual and electronic Meter reads (including both dial up reads and those received on D0010 data flows).
(2)	Reporting processes in place to identify failed dial up attempts (non collection of read data).
(3).	Appropriate review, follow-up (e.g. investigation of communication links, notification to the SVA HHMOA) for HHDC-serviced Metering Systems and resolution of exceptions reported on a failed dial-up report.
(4)	Estimation of data where meters are missing data for a specific time period (refer to question 9.1.5).
	
	

	9.1.4	Where you are responsible for validating Metering System data how do you ensure that Meter data is validated to satisfy BSCP502?
	The response should address the type and level of validation undertaken. The minimum validation requirements for Meter data are set out in BSCP502 Appendix 4.1.
The response should specify where the validation is performed (may be split between different parts of the system where data retrieval is separate to data processing).
Controls should be in place to ensure that the validation is performed on all Meter read types – including manual and those received on D0010 data flows.
Where relevant controls should be in place to ensure that the ‘mini-MAR’ is performed as required by BSCP502 Appendix 4.1.5.
	
	

	9.1.5	For metering Systems where you are estimating data and actual reads cannot be collected, how do you ensure that appropriate procedures for the estimation of reads in line with BSCP502 are imposed?
	Estimation has to be performed by the HHDC when data is invalid or is missing, and the HHDC has to notify the relevant Supplier and where appropriate the LDSO, of the method used to produce the data estimate.
The methods of estimation are set out in BSCP502 Appendix 4.2.
The response should address the following areas:
(1)	The estimation methods undertaken by your Agency Service and how these calculations are checked for completeness and accuracy.
(2)	Controls in place to ensure that the estimation method applied follows the order of precedence set out in BSCP502 Appendix 4.2.
(3)	Processes in place to ensure that the method of estimation used and the rationale behind the application of that method are recorded.
(4)	Specific procedures for abnormal consumption patterns should be in place.
(5)	Controls should be in place to ensure that where more accurate data becomes available (either actual of estimated), this is applied.
	
	

	9.1.6	How do you ensure that all consumption data is transmitted completely, accurately and on a timely basis to the appropriate Data Aggregator (on a D0036 or D0380 data flow – Validated half hourly advances)?
	The response should address the following areas: 
(1)	A schedule of expected transmission dates/times is drawn up and maintained, such that staff are made aware and the transmissions made are monitored, to ensure the timetable is met.
(2)	All relevant data for transmission is collated completely and accurately in the required format.
(3)	The correct Data Aggregator(s) is identified.
(4)	File sequence numbers are maintained for each recipient Data Aggregator to ensure all are processed, and in the correct order.
(5)	Record counts and check sums are provided in the data transmitted to ensure completeness.
(6)	Where the DTN is not used for transmission, an acknowledgement check is performed to confirm receipt of the files by the HHDA.
	
	

	9.1.7	What controls do you have in place to ensure that the requirements of BSCP502 are met when change of agent/concurrent change of agent and change of Supplier notifications are processed? (BSCP502 3.2.4.8 & 3.2.7.8) 
	The response should consider the following key events, which may take place as part of the change of agent/concurrent change of agent and change of Supplier process:
(1)	The processing of a request for Metering System related details on a D0170 data flow both as the incoming and outgoing Party Agent.
(2)	The controls in place to ensure the creation and complete, accurate and timely sending of historic Meter reading data, on request, for the requested period of time, on a D0010 data flow and D0036 or D0380 data flow – including the last physical and final register readings and a consumption history of up to 14 months.
(3)	The controls in place to ensure the complete, accurate and timely processing of all D0010 and D0036 or D0380 data flows upon receipt from the old HHDC.
(4)	The mechanisms in place to monitor the timescales in which the above data are processed.
Note. The upload of all other data flows in relation to a change of agent should already have been referred to in the response to question 9.1.1.
	
	

	9.1.8	What controls and procedures do you have in place to ensure that the requirements of BSCP533 are met? 
	The response should address the following:
(1)	Calculations are in accordance with the calculation guidelines specified in BSCP533 Appendix B PARMS Calculation Guidelines
(2)	Submissions are in accordance with BSCP533
(3)	Data is submitted in the required file format specification (in accordance with BSCP533 Appendix A PARMS Data Provider File Formats 
(4)	Controls in place for data validity and completeness
Demonstration of a full understanding of, and capability to fulfil, the obligations and requirements of PARMS.
	
	

	9.1.9	How have you ensured that appropriate audit trails are in place per PSL100 Sections 1.1.6 10.2, 10.3 and 5.2.1.?
	The system must record and store for audit purposes the information detailed below. The response should address the existence of audit trails over the following:
(1)	Data collected by the HHDC from the SVA Metering Systems including Meter period value data cumulative readings and maximum demand readings.
(2)	Any metered data provided to the HHDC by the associated Supplier or the associated Meter Operator Agent.
(3)	The details of the validation done on the collected data including: (i) the alarm(s) returned by the Meter resulting in changes to data; (ii) a reason code where data is changed; and (iii) the new value for changed data.
(4)	All data totalled by SVA Metering System by the HHDC.
In all circumstances you should consider whether there is enough information available for an independent person to identify the source and nature of the change (archived information should be stored so that it is available for enquiry).
The audit trail and archiving requirements for HHDC are set out in PSL100 sections 10.2 and 10.3
	
	

	9.1.10	How have you ensured that you can meet the data retention requirements set out in BSC Section U1.6 and PSL100 Sections 10.2 and 10.3?
	Section U1.6 sets out the requirements on Parties and their Party Agents to retain Settlement data for:
(1)	28 months after the Settlement Day to which it relates on-line;
(2)	Until the date 40 months after the Settlement Day to which it relates in an archive; and
(3)	At the request of the Panel, for more than 40 months if needed for an Extra-Settlement Determination.
The response should address the following:
(a)	Controls to ensure that any archived data can be retrieved within 10 Business Days.
(b)	Systems and procedures to ensure that all data that is retained is in a form in which the data can be used in carrying out a Settlement Run or Volume Allocation Run.
	
	

	9.1.11	What procedures are in place to ensure that correct Supplier details are received and that authorised Allocation Schedules are applied in accordance with BSC requirements?
(OPTIONAL QUESTION IN RESPECT OF SHARED SVA METER ARRANGEMENTS FOR HALF HOURLY IMPORT AND EXPORT ACTIVE ENERGY)
	Only those Applicants seeking Qualification as a HHDC agent with shared Meter allocation functionality should address this question.
Shared SVA Meter Arrangements are where up to four Suppliers utilise the same Metering Equipment or Metering System in the measurement of Import and/or Export Energy, referred to as Meter splitting. This can apply to two Suppliers (one Import, one Export) and can also apply where the Import and the Export can be split between two Suppliers (giving a total of four).
The response should consider the controls and processes in place to ensure: 
(1)	Primary and Secondary Supplier details and their associated MSIDs are notified and recorded accurately.
(2)	Consistent Primary and Secondary Supplier SMRA registration details are received for each Shared SVA Meter arrangement and only one HHMOA and one HHDC are appointed.
(3)	The HHDC processes data in accordance with the BSC requirements. (In particular, the algorithm used in the Active Energy metering data split calculations supports both the percentage and block methods of allocation and is in accordance with BSC requirements).
(4)	Receipt of authorised Allocation Schedules prior to Gate Closure, (including formal controls/ procedures to ensure that only correct and authorised amendments to the Allocation Schedules are processed).
(5)	Allocation Schedules have been correctly applied for each whole (or part) Settlement day.
(6)	Each Shared SVA Meter Arrangement, and in each half hour, the sum of the allocated Active Energy data between the two MSIDs equals the total for the Metering System. 
(7)	Timely and accurate transfer of the split Meter data allocations between the Suppliers, for each MSID, to the appropriate HHDAs and the LDSOs are in place.
(8)	A full audit trail is maintained over the output data from the Algorithm used to split data. The metered Export or Import original data input to the algorithm and the calculated output values are retained.
(9)	Documented procedures over the implementation of sole Supplier trading from existing Shared SVA Meter arrangements.
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	Question
	Guidance
	Response
	Evidence

	9.2.1	What procedures are in place for identifying, monitoring and resolving unprocessed data flows or notification exceptions arising in processing and other errors in order to ensure that service level requirements are met?
	Within the requirements of the service there are a number of points at which delays in processing data could occur, which, if not addressed, could result in the timescale requirements, as set out in BSCP502 and PSL100, being exceeded. This could consequentially have an adverse impact on the quality of data used by other Party Agents or Parties in the Settlement process.
The response should address the following areas:
(1)	The internal reporting mechanisms you have in place to identify rejections, errors and backlogs in data processing on a daily basis.
(2)	The ongoing analysis performed to identify:
(a)	All points of rejection/failure in data flow processing.
(b)	All areas where backlogs may occur in processing e.g. where there are dependent data flows or where a manual review is required to validate data.
(3)	Management processes in place to monitor performance against the standards as set out in BSCP502 and PSL100.
(4)	Procedures setting out the action to be taken to resolve different exception types and provide guidance as to how to resolve underlying problems, which may be preventing a data flow/notification from processing. 
(5)	A mechanism to capture any root causes of exceptions/problems should be established in order for preventative controls to be established or enhanced.
As a minimum please ensure that the response to the above addresses actions surrounding the follow up of those data flows specified in question 9.1.1 above and also addresses the receipt of all types of Meter read.
	
	

	9.2.2	What procedures do you have in place to address any exceptions reported to the HHDC on the half hourly aggregation exceptions report received on a D0235 data flow (BSCP502 3.4.2)?
	BSCP502 3.4.2 defines the requirements on the HHDC to investigate inconsistencies and rectify faults. The response should address the controls and procedures in place to resolve exceptions reported on the D0235 report. The response should address the following:
(1)	The controls and processes in place to resolve any exceptions reported on the D0235 report, including procedures in place which specify the action to be taken for each error code reported. 
(2)	Any additional methods used by the HHDC to report on and resolve exceptions.
(3)	Processes in place to monitor the level and type of exceptions received to facilitate root cause analysis.
	
	

	9.2.3	Where you are collecting data from the Metering System how do you ensure that the clocks on Half Hourly Meters are checked on a regular basis and appropriate corrective action is taken if any errors are detected?
	The response should address the following areas:
(1)	Controls in place to ensure the regular checking of Outstation clocks (this process may have been addressed in response to question 9.1.4 on Meter data validation – where this is the case please provide a cross reference).
(2)	Formal reporting of clock inaccuracies.
(3)	Formal rectification procedures.
(4)	Monitoring in place to ensure completeness and accuracy of action taken. 
	
	

	9.2.4	Where you are collecting data from the Metering System what controls do you have in place to ensure that site visits are carried out completely, accurately and as per the timescales defined in BSCP502? (BSCP502 4.1.8 & Appendix 4.4)
	BSCP502 4.1.8 stipulates that sites with polyphase Metering Systems should be visited at least annually and single phase at least at two yearly intervals to perform the checks described.
The response should address the controls and procedures in place to ensure the following:
(1)	Site visits are scheduled and carried out in all required circumstances within timescales as defined in the BSCP.
(2)	Site visits are carried out completely and accurately (with all required checks being made as defined in BSCP502 Appendix 4.1.8).
(3)	The local interrogation unit (IU) or hand held unit (HHU) is set to ensure agreement with UTC at least every week.
(4)	Information received back from a site visit is processed in a timely manner with all exceptions being followed up as required.
(5)	Monitoring over the completeness, accuracy and timeliness of the performance of site visits in line with the BSCP requirements.
	
	

	9.2.5	For Metering Systems that require Meter Advance Reconciliations (MARs) what controls do you have in place to ensure that manual MARs are performed completely, accurately and as per the timescales defined in BSCP502? (BSCP502 Appendix 4.7).
	Meter Advance Reconciliations (MARs) should be performed at least every quarter for Metering Systems where the automatic cumulation/total consumption comparison (i.e. the mini-MAR as specified in BSCP502 Appendix 4.1.5) cannot be performed.
The response should address the controls and procedures in place to ensure the following:
(1)	Process and procedures should be in place to identify all Metering Systems that require a MAR to be performed, either an inventory or some form of identification on the systems should be available.
(2)	MARs are scheduled and performed as per the requirements specified in BSCP502 Appendix 4.7.
(3)	Appropriate checks are performed when using the Meter register readings taken during any site visit.
(4)	MARs are calculated accurately as per the requirements in BSCP502.
(5)	Reports are produced and sent to the relevant Supplier (MAR confirmation report, MAR failure report and MAR overdue report) and LDSO (Meter Advance Reconciliation report).
(6)	Appropriate actions are taken in response to the failure to perform a MAR (action taken to identify the cause of the failure and subsequent MARs performed).
(7)	Follow up of any exceptions identified in the completion of the MAR process.
	
	

	9.2.6	For Metering Systems that require proving tests what controls do you have in place to ensure that proving tests are performed in all the circumstances and timescales as defined by BSCP502 3.2.4.5 and Appendix 4.6?
	The HHDC agent is required to perform Proving Tests at the request of the Meter Operator Agent. BSCP502 3.5 specifies the procedures to be used for different proving methods. Appendix 4.6 sets out, the circumstances in which a proving test will be required, the methods which can be used, the timescales to be applied and the actions to be taken with exceptions. Your response should address the end to end procedures and controls in place to cover the following:
(1)	Appropriate scheduling of proving tests to ensure that proving tests are carried out on both main and check Metering Systems in all the circumstances defined in BSCP502 Appendix 4.6 where the HHDC knows that a proving test should have been performed (due to one of the circumstances set out in BSCP502 Appendix 4.6 arising) then the HHDC is required to report this to the MOA and the Supplier.
(2)	Monitoring controls to review the completeness over scheduling of proving tests. 
(3)	Utilisation of an appropriate proving method (BSCP502 3.5 & Appendix 4.6.2).
(4)	Adherence to defined timescales for testing and re-testing (BSCP502 Appendix 4.6.5).
(5)	Monitoring controls to review the completeness over actioning of proving tests and adherence to timescales. 
(6)	Controls to ensure appropriate action is taken upon failed / incomplete proving tests (BSCP502 Appendix 4.6.6 & 4.6.7).
	
	

	9.2.7	How do you ensure that within two working days of detecting consumption on de-energised metering, the HHDC reports any detection to the Supplier and Meter Operator Agent as per BSCP502 3.4.1.6?
	The response should detail the controls in place to ensure:
(1)	Complete reporting via a D0001 data flow to Supplier and the relevant Meter Operator Agent of any consumption detected on a de-energised Metering System (BSCP502 3.4.1.6).
(2).	Accurate and timely follow up of subsequent instructions received from the Supplier on a D0005 data flow – instruction on action.
	
	

	9.2.8	What procedures do you have in place to proactively monitor and improve the standards of quality of the data (both standing data and Meter reads) used by your Agency Service?
	The response should address the following areas:
(1)	Processes in place to measure and report upon data quality, (including what data quality is measured against and how you would identify an improvement or decline in the quality of data used by your Party Agent service).
(2)	Review of data quality statistics by senior management.
	
	

	9.2.9	How have you demonstrated that your data retrieval systems (including HHUs and any third party systems) are appropriate to communicate with Metering Equipment in accordance with BSCP601?
	The HHDC agent is required to ensure that any data retrieval carried out by it or a third party on its behalf is in accordance with the approved protocol. The HHDC agent achieves this by performing protocol testing. BSCP601 sets out the tests and requirements relating to Metering Equipment protocols.
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	Question
	Guidance
	Response
	Evidence

	9.3.1	What additional detail would you like to add to your response?
	The Applicant can use the space provided to add any additional clarification and/or evidence that they consider necessary.
This question is optional.
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	Objectives of this section
The objective of this section is to consider the controls that have been built into the systems and processes supporting your Agency Service to ensure the requirements of the BSC, BSCP505 and PSL100 are met.  Whilst sections 1 to 7 of the SAD are generic to all Agency Services, this section focuses on the specific controls required to operate effectively as a NHHDA agent.

	Guidance for completing this section
The NHHDA agent aggregates non half hourly EAC and AA values received from NHHDC agents according to the registration data held by the SMRA. The aggregated data is then passed to the SVAA in accordance with the Settlement timetable. The section is split as follows:
Business Processes and Mitigating Controls: This section looks at the controls over the input of EAC/AA values and the transmission of aggregated data to the SVAA agent.  It also considers the maintenance of standing data (which, if incorrect, may impact upon Settlement), the provision for a full audit trail history of the data used by your Agency Service and any changes made to it as outlined in PSL100.
Exception Management: The section looks at the specific controls you have in place to report on, monitor and resolve exceptions during the processing of your data. 
A number of questions in the SAD relate to ‘data quality’.  This section of the SAD is concerned with the on-going quality of your data when your Agency Service is live and in operation.  The quality of the data used to initially populate your Agency Service is considered in Section 7 of the SAD.  A number of the questions in the service specific sections of the SAD relate to how you will ensure the accuracy of incoming and outgoing data and in the event that poor quality data does enter your Agency Service, how you identify and resolve this to minimise the impact upon other Parties and Party Agents.
Both system and manual controls should be considered when answering the SAD questions as your Agency Service will rely on both system and manual processes to effectively fulfil its obligations. Responses should consider the procedures in place for dealing with electronic flows received via the DTN and also manual data flows received via any other means (e.g. email, fax or letter).
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	Question
	Guidance
	Response
	Evidence

	10.1.1	How do you ensure that the data is received and processed completely, accurately and in a timely manner, inline with the requirements of BSCP505 and PSL100?
	The NHHDA receives a number of key inputs:
(1)	Registration data from SMRA (standing data and Metering System data) on a D0209 data flow (BSCP505 3.2.1 and 3.2.2).
(2)	EAC and AA data received from NHHDC agents on a D0019 data flow (BSCP505 3.3.1).
(3)	MDD, Data Aggregation timetable and Settlement timetable on D0269, D0270 and D0286 data flows (BSCP505 3.1.3).
The response should address the following areas:
(a)	The identification, review and authorisation of flows prior to processing.
(b)	Controls in place to ensure that all data required or expected is received. This may be through controls within the update routines or through manual controls.
(c)	The validation of data for formats and lengths, e.g. the MSID is valid (instruction file validation BSCP505 Appendix 4.2.1).
(d)	The validation of standing data received against the latest version of MDD, data items and combinations such as Profile Class, Standard Settlement Configuration, Data Aggregator ID, Data Collector ID, Meter Operator Agent ID, Supplier ID, Measurement class, GSP Group or energisation status (NHHDA appointment changes – BSCP505 4.2.2, NHHDC appointment changes - BSCP505 4.2.3).
(e)	The validation of Metering System data received e.g. Measurement Class is non half hourly for the whole of the Meter Advance Period (MAP), Standard Settlement Configuration, Supplier, energisation status and Measurement Class have not changed in the middle of a MAP and sets of history data include Metering System data effective on the Settlement date of the earliest MAP (SVA Metering System standing data changes - BSCP505 4.2.4).
(f)	The validation of consumption data received, e.g. all MAPs are contiguous and if data contains EAC and AA data then EAC effective from Settlement date is the day after the latest AA effective to Settlement date (NHHDC Consumption data BSCP505 4.2.6).
(g)	The validation of data for its internal consistency.
(h)	Controls to ensure that where MDD items are selectively applied to the database, that the appropriate items are selected and that all are applied completely and accurately. Please specify whether this process will require manual intervention.
	
	

	10.1.2	How do you ensure that the aggregation process is performed in accordance with the Settlement timetable and that the transmission of the Supplier Purchase Matrix to the SVAA is complete and accurate?
	The NHHDA agent transmits the Supplier Purchase Matrix to SVAA on a D0041.
The response should address the following areas:
(1)	A schedule of aggregation runs and expected transmission times and dates is prepared and issued to staff.
(2)	Aggregation run numbers are allocated to ensure that all are processed in the correct order.
(3)	All appropriate GSP Group combinations are included in the aggregation run.
(4)	Aggregation runs and files sent are monitored/reviewed to ensure that timetables are met.
(5)	File sequence numbers, record counts and check sums are included in the data transmitted to ensure completeness.
(6)	Where the Data Transfer Network has not been utilised, receipt acknowledgements received from SVAA are checked to ensure completeness of transmission.
(7)	Processes are in place to re-run an aggregation/transmission should processing problems be encountered.
	
	

	10.1.3	How will you ensure that a full refresh is requested from the SMRA at least once a year and that any selective refreshes are requested as required as per BSCP505 section 3.2.3?
	The response should address the following areas:
(1)	Procedures should be in place to ensure that the NHHDA agent requests a full refresh from SMRA on an annual basis. (BSCCo have issued guidance on the processing of the refresh and have issued a timetable – discuss with BSCCo to obtain information).
(2)	Procedures are in place to identify circumstances in which a selective refresh is required. 
(3)	Controls should be in place to ensure that where a selective refresh is required, the SMRA is notified in a timely manner.
(4)	Controls should be in place to ensure that the refresh is applied in accordance with the requirements set out in BSCP505.

	
	

	10.1.4	What controls and procedures do you have in place to ensure that the requirements of BSCP533 are met?
	The response should address the following:
(1)	Calculations are in accordance with the calculation guidelines specified in BSCP533 Appendix B PARMS Calculation Guidelines
(2)	Submissions are in accordance with BSCP533
(3)	Data is submitted in the required file format specification (in accordance with BSCP533 Appendix A PARMS Data Provider File Formats)
(4)	Controls in place for data validity and completeness
(5)	Demonstration of a full understanding of, and capability to fulfil, the obligations and requirements of PARMS.
	
	

	10.1.5	How have you ensured that you have appropriate audit trails in place?
	The systems should be capable of reporting (or archived information should be stored so that it is available for enquiry) sufficient information so as to enable a user to obtain, in a timely fashion:
(1)	A breakdown of any aggregated information calculated.
(2)	Any changes to standing data held or used by the system.
The audit trail and archiving requirements for NHHDA are set out in PSL100 sections 10.2 and 10.3.
	
	

	10.1.6	How have you ensured that you can meet the data retention requirements set out in BSC Section U1.6 and PSL100 Sections 10.2 and 10.3?
	Section U1.6 sets out the requirements on Parties and their Party Agents to retain Settlement data for:
(1)	28 months after the Settlement Day to which it relates on-line;
(2)	until the date 40 months after the Settlement Day to which it relates in an archive; and
(3)	At the request of the Panel, for more than 40 months if needed for an Extra-Settlement Determination.
The response should address the following:
(4)	Controls to ensure that any archived data can be retrieved within 10 Business Days.
(5)	Systems and procedures to ensure that all data that is retained is in a form in which the data can be used in carrying out a Settlement Run or Volume Allocation Run.
	
	

	10.1.7	What version of the NHHDA software will you go-live with and how will you ensure that the correct version is used on an ongoing basis?
	Change management procedures should be detailed in section 5. In addition to providing information as to version of software at go-live provide any additional controls with respect to version control if not covered by section 5.
The response should address the following areas:
(1)	Controls should be in place to ensure that the developer supports the version of software in use.
(2)	 On an ongoing basis, controls should be in place to ensure that, as new versions of software are received and implemented, that these are tested in the Party Agent’s own environment – i.e. some form of user acceptance testing is carried out and where relevant regression testing.
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	Question
	Guidance
	Response
	Evidence

	10.2.1	What procedures are in place for identifying, monitoring and resolving unprocessed data flows or notification exceptions arising in processing and other errors in order to ensure that service level requirements are met?
	Within the requirements of the service there are a number of points at which delays in processing data could occur which if not addressed could exceed the timescale requirements as set out in BSCP505. The performance standards to be attained are set out in BSCP505 Section 4.8.
The response should address the following areas:
(1)	An analysis of data processing by your Agency Service has been performed in order to identify all points of rejection/failure or potential backlogs in data flow processing.
(2)	Internal reporting mechanisms are in place in order to monitor levels of rejections/failures and backlogs on a daily basis.
(3)	Management processes are in place to monitor performance against the standards as set out in BSCP505.
(4)	Procedures set out the action to be taken to resolve different exception types and provide guidance as to how to resolve underlying problems, which may be preventing a data flow/notification from processing.
(5)	A mechanism to capture any root causes of exceptions/problems should be established in order for preventative controls to be established or enhanced.
As a minimum please ensure that the response to the above addresses actions surrounding the follow up of those data flows specified in question 10.1.1 above.
	
	

	10.2.2	What procedures do you have in place to ensure that all transmission failures are detected and advised to sender and that any data validation failure results in a D0023 rejection?
	Validation failure may result in the following:
(1)	For file transmission failures a P0035 flow will be returned.
(2)	For instruction processing errors a D0023 will be returned.
The response should summarise local working procedures for this area and should address the following:
(1)	Controls to detect all failures that have occurred.
(2).	Controls to ensure that all failures result in the appropriate response to sender.
(3)	Management monitoring of processes to detect whether there is any delay or backlog in sending the appropriate flows.
(4)	Processes are in place to re-send transmissions should a failure occur.
	
	

	10.2.3	What controls are in place to send the D0095 to the correct recipient in a complete, accurate and timely manner and to deal with any exceptions or rejections?
	The D0095 report is considered to be a key control in the Settlement process. BSCP505 3.3.3 specifies the required procedures in relation to the production of the D0095 report.
The NHHDA agent is responsible for generation of the D0095 'Check Data Collector' report.  A suggested timetable is published on the BSC Website.
The report is provided to the Metering System Supplier and shows the following:
(1)	Where no instruction affecting the individual Metering System concerned has been received since the exception was recorded then the exception is ignored as it has not been affected.
(2)	Where an instruction affecting an individual Metering System has been received since the exception was recorded then the exception record is deleted.
(3)	Where an inconsistency still remains after the new instruction has been processed then a new exception record is created.
The response should address the following areas:
(a)	Controls should be in place to ensure that all requested D0095 reports are sent in the appropriate format to each Supplier in accordance with the timetable.
(b)	Management monitoring processes to detect whether there is any backlog or delay in sending the exception report.
	
	

	10.2.4	What procedures do you have in place to proactively monitor and improve the standards of quality of the data (both standing data and Meter advances) used by your Agency Service?
	The response should address the following areas:
(1)	Processes in place to measure and report upon data quality, including what data quality is measured against and how you would identify an improvement or decline in the quality of data used by your Agency Service.
(2)	Review of data quality statistics by senior management.
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	Question
	Guidance
	Response
	

	10.3.1	What additional detail would you like to add to your response?
	The Applicant can use the space provided to add any additional clarification and/or evidence that they consider necessary.
This question is optional.
	
	






[bookmark: _Toc216606981][bookmark: _Toc268866329][bookmark: _Toc472338252][bookmark: _Toc475951183][bookmark: _Toc479678321][bookmark: _Toc507499376][bookmark: _Toc510102899][bookmark: _Toc531253253][bookmark: _Toc2849887]Section 11 – HHDA
	Objectives of this section
The objective of this section is to consider the controls that have been built into the systems and processes supporting your Agency Service to ensure the requirements of the BSC, BSCP503 and PSL100 are met.  Whilst sections 1 to 7 of the SAD are generic to all Agency Services, this section focuses on the specific controls required to operate effectively as a HHDA agent.

	Guidance for completing this section
The HHDA agent aggregates half hourly Meter readings received from the HHDC agents. The aggregated data is then passed to the SVAA in accordance with the Settlement timetable. Upon request from the SVAA the HHDA will also forward individual half hourly meter readings to the SVAA. The section is split as follows:
Business Processes and Mitigating Controls:  This section looks at the controls over the input of Half Hourly Meter readings and the transmission of data to the SVAA.  It also considers the maintenance of standing data (which, if incorrect, may impact upon Settlement), the processes for identifying errors (monitoring data quality), the provision for a full audit trail history of the data used by your Agency Service and any changes made to it as outlined in BSCP503.
Exception Management: The section looks at the specific controls you have in place to report on, monitor and resolve exceptions during the processing of your data. 
A number of questions in the SAD relate to ‘data quality’.  This section of the SAD is concerned with the on-going quality of your data when your Agency Service is live and in operation.  The quality of the data used to initially populate your Agency Service is considered in Section 7 of the SAD.  A number of the questions in the service specific sections of the SAD relate to how you will ensure the accuracy of incoming and outgoing data and in the event that poor quality data does enter your Agency Service, how you identify and resolve this to minimise the impact upon other Parties and Party Agents.
Both system and manual controls should be considered when answering the SAD questions as your Agency Service will rely on both system and manual processes to effectively fulfil its obligations. Responses should consider the procedures in place for dealing with electronic data flows received via the Data Transfer Network and also manual data flows received via any other means (e.g. email, fax, letter).
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	Question
	Guidance
	Response
	Evidence

	11.1.1	How do you ensure that data is received and processed completely, accurately, and in a timely manner in line with the requirements of BSCP503 and PSL100?
	The HHDA receives a number of key inputs:
(1)	Registration data from SMRA on D0209 data flows (BSCP503 3.2.1 and 3.2.2).
(2)	Estimated and actual consumption data received from HHDC agents on D0036 data flows (BSCP503 3.3.1).
(3)	MDD, Data Aggregation timetables and Settlement timetables from the SVAA on D0269 and D0270 data flows (BSCP503 3.1.3).
(4)	Line Loss Factor changes from LDSOs on D0265 data flows (BSCP503 3.3.1).
(5)	BM Unit allocations or changes from Suppliers on D0297 data flows (where the Applicant is seeking Qualification as a HHDA following agreement with its associated Supplier(s) to implement additional BM Units) (BSCP503 3.5).
(6)	Metering System Reporting Notification from SVAA (D0354) (BSCP503 3.7).
The response should address the following areas:
(a)	The identification, review and authorisation of flows prior to processing.
(b)	Controls are in place to ensure that all data required is received. This may be by controls within the update routines or by manual controls (you should include details as to how you will ensure that you have been notified of all changes to Line Loss Factors).
(c)	The validation of data for formats and lengths (e.g. the MSID is valid) (BSCP503 Appendix 4).
(d)	The validation of data for its internal consistency.
(e)	The validation of standing data received against the latest version of MDD, data items such as Measurement Class, Data Aggregator ID, Data Collector ID, GSP Group, Line Loss Factor details or energisation status (BSCP503 4.1.2 to 4.1.7).
(f)	The validation of Line Loss Factor data (BSCP503 4.2).
(g)	The validation of BM Unit files (BSCP503 4.5).
(h)	The validation Metering System Reporting Notification (BSCP503 4.6).
	
	

	11.1.2	How do you ensure that the aggregation process is performed in accordance with the Settlement timetable and that the transmission of the Aggregated Half Hour Data (D0040) or BM Unit Half Hourly Aggregated Data (D0298) to SVAA is complete and accurate?
	The response should address the following areas:
(1)	A schedule of aggregation runs and expected transmission times and dates is prepared and issued to staff.
(2)	Aggregation run numbers are allocated to ensure that all are processed in the correct order.
(3)	Controls are in place to ensure that data is aggregated by each GSP Group for each associated Supplier for each Settlement day and separate totals for each BM Unit are maintained.
(4)	File sequence numbers, record counts and check sums are included in the data transmitted to ensure completeness.
(5)	Where the DTN has not been utilised, receipt acknowledgements received from SVAA are checked to ensure completeness of transmission.
(6)	Aggregation runs are monitored/reviewed to ensure that timetables are met.
(7)	Processes are in place to re-run an aggregation/transmission should processing problems be encountered.
	
	

	11.1.3	How will you ensure that a full refresh is requested from the SMRA at least once a year?
	Procedures should be in place to ensure that the HHDA Agent request a full refresh from SMRA on an annual basis. (BSCP503 3.2.2).
BSCP503 Appendix 4.1.7 sets out the validation requirements to be performed on receipt of the refresh. Controls should be in place to ensure that the refresh is applied in accordance with the requirements set out in BSCP505.
	
	

	11.1.4	What controls and procedures do you have in place to ensure that the requirements of BSCP533 are met?
	The response should address the following:
(1)	Calculations are in accordance with the calculation guidelines specified in BSCP533 Appendix B PARMS Calculation Guidelines
(2)	Submissions are in accordance with BSCP533
(3)	Data is submitted in the required file format specification (in accordance with BSCP533 Appendix A PARMS Data Provider File Formats
(4)	Controls in place for data validity and completeness
(5)	Demonstration of a full understanding of, and capability to fulfil, the obligations and requirements of PARMS.
	
	

	11.1.5	How will you ensure that you have appropriate audit trails in place to meet the requirements as set out in PSL100?
	The systems should be capable of reporting (or archived information should be stored so that it is available for enquiry) sufficient information so as to enable a user to obtain, in a timely fashion:
(1)	A breakdown of any aggregated information calculated.
(2)	Any changes to standing data held or used by the system.
The audit trail and archiving requirements for HHDA are set out in PSL100 sections 10.2 and 10.3.
	
	

	[bookmark: OLE_LINK4]11.1.6	How have you ensured that you can meet the data retention requirements set out in BSC Section U1.6 and PSL100 Sections 10.2 and 10.3?
	Section U1.6 sets out the requirements on Parties and their Party Agents to retain Settlement Data for:
(1)	28 months after the Settlement Day to which it relates on-line;
(2)	Until the date 40 months after the Settlement Day to which it relates in an archive; and
(3)	At the request of the Panel, for more than 40 months if needed for an Extra Settlement Determination.
The response should address the following:
(a)	Controls to ensure that any archived data can be retrieved within 10 Business Days.
(b)	Systems and procedures to ensure that all data that is retained is in a form in which the data can be used in carrying out a Settlement Run or Volume Allocation Run.
	
	

	11.1.7	How have you ensured the complete and accurate transmission of any requested Metering System Half Hourly Metered Volume (D0385) to SVAA?
	The response should address the following areas:
(1)	A schedule of aggregation runs and expected transmission times and dates is prepared and issued to staff.
(2)	Aggregation run numbers are allocated to ensure that all are processed in the correct order.
(3)	Controls are in place to ensure that data for each Settlement Period in each Settlement Day is provided for each specified Metering System.
(4)	File sequence numbers, record counts and check sums are included in the data transmitted to ensure completeness.
(5)	Where the DTN has not been utilised, receipt acknowledgements received from SVAA are checked to ensure completeness of transmission.
(6)	Aggregation runs are monitored/reviewed to ensure that timetables are met.
(7)	Processes are in place to re-send a Metering System Half Hourly Metered Volume should processing problems be encountered.
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	Question
	Guidance
	Response
	Evidence

	11.2.1	What procedures are in place for identifying, monitoring and resolving unprocessed data flows or notification exceptions arising in processing and other errors in order to ensure that service level requirements are met?
	Within the requirements of the Service there are a number of points at which delays in processing data could occur which if not addressed could exceed the timescale requirements as set out in BSCP503 or PSL100. The performance standards to be attained are set out in Appendix 4.8.
The response should address the following areas:
(1)	An analysis of data processing by your Agency Service has been performed in order to identify all points of rejection/failure or potential backlogs in data flow processing.
(2)	Internal reporting mechanisms are in place in order to monitor levels of rejections/failures and backlogs on a daily basis.
(3)	Management processes are in place to monitor performance against the standards as set out in BSCP505 and PSL100.
(4)	Procedures set out the action to be taken to resolve different exception types and provide guidance as to how to resolve underlying problems, which may be preventing a data flow/notification from processing. 
(5)	A mechanism to capture any root causes of exceptions/problems should be established in order for preventative controls to be established or enhanced.
As a minimum please ensure that the response to the above addresses actions surrounding the follow up of those data flows specified in question 11.1.1 above.
	
	

	11.2.2	What procedures do you have in place to ensure that all transmission failures are detected and advised to sender and that any data validation failure results in a D0023 rejection?
	Validation failure of the D0209 flow received from SMRA may result in the following:
(1)	For file transmission failures a P0035 will be returned.
(2)	For instruction processing errors a D0023 will be returned.
The response should summarise local working procedures for this area and should include:
(a)	Controls to detect all failures that have occurred.
(b)	Controls to ensure that all failures result in the appropriate response to sender.
(c)	Management monitoring of processes to detect whether there is any delay or backlog in sending the appropriate flows.
	
	

	11.2.3	What controls are in place to produce and send the D0235 report to the correct recipients in a complete, accurate and timely manner and to deal with any exceptions or rejections?
	The D0235 report is considered to be a key control in the Settlement process. BSCP503 3.4.2 and Appendix 4.4 specifies the required procedures in relation to the performance of the aggregation run and Appendix 4.3 specifies the exceptions that should be identified during the aggregation run.
The report is provided to the relevant Supplier and HHDC Agent.
The response should address the following areas:
(1)	Controls in place to ensure that D0235 reports are sent to the appropriate recipients.
(2)	Management monitoring of processes to detect whether there is any delay or backlog in sending the exception reports.
	
	

	11.2.4	What procedures do you have in place to proactively monitor and improve the standards of quality of the data (both standing data and Meter advances) used by your Agency Service?
	The response should address the following areas:
(1)	Processes in place to measure and report upon data quality, (including what data quality is measured against and how you would identify an improvement or decline in the quality of data used by your Agency Service).
(2)	Review of data quality statistics by senior management.
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	Question
	Guidance
	Response
	

	11.3.1	What additional detail would you like to add to your response?
	The Applicant can use the space provided to add any additional clarification and/or evidence that they consider necessary.
This question is optional.
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	Objectives of this section
The objective of this section is to consider the controls that have been built into your systems and processes supporting your Agency Service to ensure the operational requirements, as defined in BSCP501 and PSL100 are met. Whilst sections 1 to 7 of the SAD are generic to all Agency Services, this section focuses on the specific controls required to operate effectively as an SMRA.

	Guidance for completing this section
As per the BSC, an LDSO is required to provide a SMRS for the registration of Metering Systems (in SVA) in accordance with the Master Registration Agreement (MRA).  Whilst Sections 1 to 7 of the SAD are generic to all Agency Services, this section focuses on the specific controls required to operate effectively as a SMRA. The section is split as follows:
Business Processes and Mitigating Controls:  This section looks at the controls over the input of both standing data and MSID information to your Agency Service(s) and the subsequent transmission to the Data Aggregator. It also considers the maintenance of standing data (which, if incorrect, may impact upon Settlement) the provisions for a full audit history of the data used by your Agency Service, and any changes made to it as outlined in PSL100.
Exception Management: The section looks at the specific controls you have in place to report on, monitor and resolve exceptions during the processing of your data.
A number of questions in the SAD relate to ‘data quality’.  In this section of the SAD you are concerned with the on-going quality of your data when your Agency Service is live and in operation.  The quality of the data used to initially populate your Agency Service is considered in Section 7 of the SAD.  A number of the questions in the service specific sections of the SAD relate to how you will ensure the accuracy of incoming and outgoing data and in the event that poor quality data does enter your Agency Service, how you identify and resolve this to minimise the impact upon other Parties and Party Agents.  There are numerous methods of monitoring the quality of your data and the benchmarks that you use should be tailored to your Agency Service and the specific risks posed to your data quality.
Both system and manual controls should be considered when answering the SAD questions as your Agency Service will rely on both system and manual processes to effectively fulfil its obligations. Responses should consider the procedures in place for dealing with electronic flows received via the DTN and also manual data flows received via any other means (e.g. email, fax, letter).
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	Question
	Guidance
	Response
	Evidence

	12.1.1	What controls do you have to ensure that all standing data and MSID information and all details on changes of Supplier, Data Aggregator, Data Collector and Meter Operator are recorded completely, accurately and in a timely manner, in line with BSCP501 (Sections 1.6 and 3)?
	The SMRA receives a number of different inputs:
(1)	D0269 and D0270 MDD data flows from SVAA (BSCP501 3.1).
(2)	Appointment details and changes from a Supplier on D0055 and D0205 data flows (BSCP501 3.3, 3.4, 3.5, 3.6, 3.7 & 3.10).
(3)	Metering System Data (D0171) from a SMRA (BSCP501 3.2, 3.6, 3.9 & 3.10).
The response should address the following areas:
(a)	All flows are identified, reviewed and authorised prior to processing.
(b)	The validation of data for formats and lengths, e.g. the MSID is valid.
(c)	Controls in place to ensure that all data expected or required is received. This may be through controls within the update routines or through manual controls.
(d)	The controls over the completeness and accuracy of MDD data in line with the go-live dates as published in MDD circulars. Where MDD is only selectively loaded controls should be in place to determine what to load and to ensure that the load is in line with the ‘go live’ dates for the relevant version.
(e)	The validation of the data received against the latest version of MDD, data items and combinations such as the Profile Class (NHH only), SSC (NHH only), DA Id, DC Id, MOA Id, Supplier Id, Measurement Class, GSP Group, Energisation Status or LLFC.
(f)	The validation of data for its internal consistency, e.g. if the Measurement Class changes from NHH to HH the DA/DC/MOA[footnoteRef:3] appointments are also changed. [3:  When registering a Supplier-serviced Metering System, the Supplier must ensure that the Meter Operator Id (J0178) is for their appointed NHHMOA, and that the value for Meter Operator Type (J0675) is valid in SMRS for the Measurement Class.] 

	
	

	12.1.2	Following data updates within SMRA, how do you ensure complete and accurate D0209 flows are sent to each relevant Data Aggregator in a timely manner?
	BSCP501 (1.6 and 3.2-3.10) require that a D0209 flow be sent to the appointed Data Aggregator following a change to any of the MSID information.
The response should address the following areas:
(1)	Processes/controls in place to identify all updates to the system that require a D0209 to be sent.
(2)	The correct Data Aggregator is identified as the recipient of the D0209.
(3)	File sequence numbers are maintained for each recipient Data Aggregator to ensure all are processed and in the correct order. 
(4)	Record counts and check sums are provided in the data transmitted to ensure completeness.  
(5)	Where the DTN is not used for transmission, an acknowledgement check is performed to confirm receipt of the files by the DA.
(6)	Processes are in place to ensure all necessary data for the D209 is collated from your system.
	
	

	12.1.3	How do you ensure the correct response to a request for a ‘refresh’ of Metering System data from an appointed Data Aggregator is actioned (BSCP501 1.6, 3.8 and Appendix 4.5?
	The response should address the following areas:
(1)	Controls are in place to validate the request to ensure it has come from a valid source and is in respect of MSIDs that the source is appointed to.
(2)	Processes are in place to ensure the refresh file sent to the Data Aggregator is complete and accurate. This should also include processes to ensure the correct amount of history is included in the refresh file.
(3)	Timescales for responding to any such requests are in accordance with BSCP501, PSL100 and/or agreed with the Data Aggregator and are documented and monitored by management (this may also include receiving an acknowledgement from the Data Aggregator that the request has been satisfied).
	
	

	12.1.4	How do you ensure that all Supplier Registration Errors (Objections) are processed completely, accurately and in a timely manner, in line with BSCP501 (1.6, 3.4,4.2 and Appendix 4.4)?
	The response should address the following areas:
(1)	Controls are in place to ensure that all D0064 and D0068 flows are identified and processed.
(2)	The D0064 is validated against the relevant MSID information already held in the SMRA system:
(a)	If the D0064 is invalid, e.g. the old Supplier was not the previously registered Supplier, a D0066 is sent back.
(b)	If the D0064 is valid a D0065 is sent back to the old Supplier, a D0067 is sent to the new Supplier and the registration is reverted back to the old Supplier.
(c)	If the objection is not removed by the old Supplier, within the objection period, a D0092 is sent to the old Supplier and a D0093 is sent to the new Supplier.
(3)	Where the old Supplier withdraws the objection during the objection period on a D0068:
(a)	It is validated against the objections currently raised to ensure it is valid, if invalid it is rejected and a D0069 sent back to the old Supplier.
(b)	If the D0068 is valid, a D0090 is sent to the old Supplier, a D0091 to the new Supplier and the change of Supplier registration is re-instated.
	
	

	12.1.5	What controls and procedures do you have in place to ensure that the requirements of BSCP533 are met?
	The response should address the following:
(1)	Calculations are in accordance in with the calculation guidelines specified in BSCP533 Appendix B PARMS Calculation Guidelines
(2)	Submissions are in accordance with BSCP533
(3)	Data is submitted in the required file format specification (in accordance with BSCP533 Appendix A PARMS Data Provider File Formats)
(4)	Controls in place for data validity and completeness
(5)	Demonstration of a full understanding of, and capability to fulfil, the obligations and requirements of PARMS.
	
	

	12.1.6	How have you ensured that appropriate audit trails are in place?
	The system should be capable of reporting (either from ‘live’ data or from data archived but available for review, as per PSL100 Section 10) sufficient information so as to enable a user to obtain, in a timely manner, any changes to standing data held or used within the system and the linkages/relationships to the flows received and sent.
The audit trail requirements are set out inBSCP501 Section 1.4 and PSL100 Section .10.
	
	

	12.1.7	How have you ensured that you can meet the data retention requirements set out in BSC Section U1.6 and PSL100 Section 10.2?
	Section U1.6 sets out the requirements on Parties and their Party Agents to retain Settlement Data for:
(1)	28 months after the Settlement Day to which it relates on-line;
(2)	Until the date 40 months after the Settlement Day to which it relates in an archive; and
(3)	At the request of the Panel, for more than 40 months if needed for an Extra Settlement Determination.
The response should address the following:
(a)	Controls to ensure that any archived data can be retrieved within 10 Business Days.
(b)	Systems and procedures to ensure that all data that is retained is in a form in which the data can be used in carrying out a Settlement Run or Volume Allocation Run.
	
	

	12.1.8	How have you ensured that you can operate in all GSP Groups?
SMRAs that are seeking re-Qualification in order to operate in multiple GSP Groups should refer to BSCP537 Appendix 3.5 for details of the requirements that must be met.
	All new SMRAs are required to be able to operate in all GSP Groups. The response should address the following:
(1)	Controls to ensure that for each MSID registered in the SMRS the correct GSP Group is recorded within the system.
(2)	Testing (as described in Section 3) has been performed to demonstrate that the Agency Service can operate those processes and procedures detailed in BSCP501 in multiple GSP Groups.
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	Question
	Guidance
	Response
	Evidence

	12.2.1	What procedures are in place for identifying, monitoring and resolving unprocessed data flows or notification exceptions arising in processing and other errors in order to ensure that service level requirements are met?
	Within the requirements of the Service there are a number of points at which delays in processing data could occur which if not addressed could exceed the timescale requirements as set out in BSC501 or PSL100. The performance standards to be attained are set out in PSL100 5.3, 5.4 and 10.2.
The response should address the following areas:
(1)	An analysis of data processing by your Agency Service has been performed in order to identify all points of rejection/failure or potential backlogs in data flow processing.
(2)	Internal reporting mechanisms are in place in order to monitor levels of rejections/failures and backlogs on a daily basis.
(3)	Management processes are in place to monitor performance against the standards as set out in BSCP501 and PSL100.
(4)	Procedures set out the action to be taken to resolve different exception types and provide guidance as to how to resolve underlying problems, which may be preventing a data flow/notification from processing. 
(5)	A mechanism to capture any root causes of exceptions/problems should be established in order for preventative controls to be established or enhanced.
As a minimum please ensure that the response to the above addresses actions surrounding the follow up of those data flows specified in question 12.1.1 above.
	
	

	12.2.2	What controls do you have to ensure that all traded SVA Metering System Numbers (“MSIDs”) have a Supplier associated with them at all times (BSC Section S (Annex 2) paragraph 2.1.10)?
	The response should address the following areas:
(1)	Formal procedures have been developed and issued to staff stressing the requirement to ensure that each traded MSID has a Supplier allocated and that all associated MSID information is recorded completely and accurately.
(2)	The system may have validation routines such that it will not accept a record of a traded MSID without an associated valid Supplier.
(3)	Controls are built into the system to ensure continuity of Supplier registrations for an MSID, unless the MSID has been disconnected. Such a control would be to ensure that the appointment dates for Suppliers to an MSID are consecutive with no gaps.
(4)	If the system does not have any validation controls in place to prevent an untraded MSID being established then exception report(s) should be produced on a regular basis, to identify any MSIDs for which there is no Supplier. Any exceptions should be reviewed and corrected in a timely fashion.
	
	

	12.2.3	How do you ensure all P0035 and D0023 flows received from Data Aggregators are identified investigated and resolved?
	Question 12.1.2 addresses the sending of a D0209 flow to a Data Aggregator. If the D0209 is rejected by the Data Aggregator, the following may be returned to the SMRA (BSCP501 Sections 1.6, 3.8 and 3.11, and Appendices 4.5 and 4.6):
(1)	For instruction file errors (transmission problems) a P0035 will be returned.
(2)	For instruction processing errors (instruction level validation problems) a D0023 will be returned.
The response should address the following areas and where relevant summarise the relevant local working procedures:
(a)	Controls to identify when these rejection flows are received.
(b)	The action required to follow up the error should be detailed, including notifying the Data Aggregator and/or registered Supplier where the SMRA considers the fault to lie with other Parties’ systems/processes.
(c)	Procedures to identify whether a file resend or new D0209 is the appropriate response.
(d)	The timescales within which actions should be taken to resolve the P0035/D0023.
(e)	Management monitoring processes to ensure all P0035/D0023 flows received are being progressed and resolved in a timely manner.
	
	

	12.2.4	What procedures do you have in place to proactively monitor and improve the standards of quality of the data (both standing data and Meter reads) used by your Agency Service?
	The response should address the following areas:
(1)	Processes in place to measure and report upon data quality, (including what data quality is measured against and how you would identify an improvement or decline in the quality of data used by your Agency Service).
(2)	Review of data quality statistics by senior management.
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	Question
	Guidance
	Response
	Evidence

	12.3.1	What additional detail would you like to add to your response?
	The Applicant can use the space provided to add any additional clarification and/or evidence that they consider necessary.
This question is optional.
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	Objectives of this section
The objective of this section is to consider the controls that have been built into the systems and processes supporting your SVA HHMOA Agency Service to ensure the requirements of the BSC, BSCP514, BSCP550 and PSL100 are met.  Whilst Sections 1 to 7 of the SAD are generic to all Agency Services, this section focuses on the specific controls required to operate effectively as a SVA HHMOA Agent.

	Guidance for completing this section
The SVA HHMOA is responsible for the installation and maintenance of HHDC-serviced Metering Systems1. The SVA HHMOA is required to provide requested data to other Parties and to inform Parties impacted by any changes made to Metering Systems as set out in BSCP514 and BSCP550. The section is split as follows:
Business Processes and Mitigating Controls:  This section looks at the controls over the input of Metering System technical data or energisation status data received and the transmission of Metering System technical data, energisation status or Meter reads to HHDC Agents. It also considers the maintenance of standing data (which, if incorrect, may impact upon Settlement), the provision for a full audit trail history of the data used by your Agency Service and any changes made to it as outlined BSCP514 and in PSL100.
Exception Management:  The section looks at the specific controls you have in place to report on, monitor and resolve exceptions during the processing of your data. 
A number of questions in the SAD relate to ‘data quality’.  In this section of the SAD you are concerned with the on-going quality of your data when your Agency Service is live and in operation.  The quality of the data used to initially populate your Agency Service is considered in Section 7 of the SAD.  A number of the questions in the service specific sections of the SAD relate to how you will ensure the accuracy of incoming and outgoing data and in the event that poor quality data does enter your Agency Service, how you identify and resolve this to minimise the impact upon other Parties and Party Agents.
Both system and manual controls should be considered when answering the SAD questions as your Agency Service will rely on both system and manual processes to effectively fulfil its obligations. Responses should consider the procedures in place for dealing with electronic flows received via the DTN and also manual data flows received via any other means e.g. email, fax, letter.
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	Question
	Guidance
	Response
	Evidence

	13.1.1	How do you ensure that data is received and processed completely accurately and in a timely manner, in line with the requirements of BSCP514, BSCP550 and PSL100?
	The SVA HHMOA receives a number of key inputs:
(1)	D0155, D0151, D0148 from Suppliers relating to appointments and Party Agent changes. (BSCP514 5.2.1, 5.2.2, 5.2.3, 5.2.4, 5.2.5, 5.2.6, 7.1, 7.2, 7.3 and 7.4).
(2)	D0170 from Suppliers, NHHDCs and other Metering System Operators requesting Metering System details. (BSCP514 5.2.1, 5.2.4, 5.2.5, 5.2.6, 7.3 and 7.4).
(3)	D0268, D0289, D0149, D0150, D0313, D0010 and D0215 from Suppliers, other Metering System Operators and LDSOs providing Metering System technical details or Metering System readings. (BSCP514 5.2.1, 5.2.2, 5.2.3, 5.2.4, 5.2.5, 5.3.5, 7.1, 7.2, 7.3 and 7.4).
(4)	D0134 and D0139 from Suppliers, other Metering System operators and LDSOs requesting and providing energisation status changes (BSCP514 5.3.1 and 5.3.2).
(5)	D0142 from Suppliers requesting installation, removal or changes to Metering Systems (BSCP514 5.3.3 5.3.4, 5.3.6, 7.1, 7.2 and 7.4).
The response should address the following areas:
(a)	All flows are identified, reviewed and authorised prior to processing.
(b)	The validation of data for formats and lengths, e.g. the MSID is valid.
(c)	The validation of data for its internal consistency.
(d)	Controls in place to ensure that all data required or expected is received. This may be through controls within the update routines or through manual controls.
	
	

	13.1.2	How do you ensure that once data has been collected that is has been passed to the appropriate recipient completely, accurately and in a timely manner.
	The key inputs received are set out in 13.2.1 and where relevant the SVA HHMOA is required to take the appropriate action which might include, for example, the provision of Metering System technical details and Meter readings to other parties – notably to HHDC Agents.
The response should address the following areas:
(1)	Controls should be in place to ensure that the appropriate action for each request or provision of data is taken, all instructions should be logged and progress monitored to ensure they are actioned in a timely manner.
(2)	Management should have monitoring controls in place in order to determine whether the appropriate action has been taken in each case.
(3)	Controls should be in place to ensure that data sent (regardless of method) has been sent to the appropriate recipient, has been authorised for sending and potentially any acknowledgement received has been checked - in an electronic environment these may include:
(a)	File sequence numbers are maintained to ensure that all are processed and in the correct order.
(b)	Record counts and check sums are included in the data transmitted to ensure completeness.
(c)	Receipt acknowledgements received are checked to ensure completeness of transmission (only relevant where the DTN has not been used).
	
	

	13.1.3	What controls do you have in place to ensure that data (including commissioning records) or Meter readings obtained by field operators is recorded completely and accurately in the SVA HHMOA database?
	The response should address the following areas:
(1)	Standard forms/input methodologies should be used to collect and retain data from work schedules.
(2)	Scheduled work/site visits should be monitored against actual work/site visits performed.
(3)	Expected data/information to be received from the site visits should be measured against actual data/information received.
	
	

	13.1.4	Are you signed up to the Meter Operation Code of Practice Agreement (MOCOPA®)?
	The MOCOPA® is an agreement between electricity distribution businesses and electricity Meter operators in Great Britain which defines safety, technical and business interface requirements regarding the provision of Meter operation services.
The response should detail the processes and controls in place to address the following:
(1)	Do you intend to use a third party agent(s) to carry out any of the functions of a MOA on your behalf, e.g. install, commission, test, maintain, rectify faults or provide a sealing service in respect of Metering Equipment? If so, and the function(s) require it, is the third party agent MOCOPA® accredited? If they are not yet MOCOPA® accredited and they should be to carry out the function they perform on your behalf, what actions and timescales do you have in place to ensure the third party agent obtains MOCOPA® accreditation? How will you ensure, where applicable to that function, that the third party agent(s) MOCOPA® accreditation status is maintained on an ongoing basis?
(2)	List the third party agent(s) that you intend to use to carry out any function(s) of a MOA on your behalf. Please provide a brief description of the function each third party agent performs on your behalf and, where applicable to that function, their MOCOPA® accreditation status (e.g. N/A to the function or MOCOPA® accredited / MOCOPA® accreditation in progress). 
	
	

	13.1.5	How do you ensure that all installed Metering Systems either conform to the metering Codes of Practice (CoP) or that an appropriate Metering Dispensation has been obtained?
	The response should address the following areas:
(1)	An inventory of all Metering Systems installed should be maintained which specifies all Metering System technical details – where relevant this should be supported by the appropriate certificates and paper work (e.g. CT/VT certificates) and an audit trail should be provided from the inventory to the physical documentation.
(2)	Controls should be in place to identify Metering Systems that require a dispensation and to monitor the expiry dates of any dispensations held.
(3)	An inventory of all Metering Systems which have a dispensation should be maintained, which specifies the duration of each.
	
	

	13.1.6	What controls and procedures do you have in place to ensure that the requirements of BSCP533 are met?
	The response should address the following:
(1)	Calculations are in accordance with the calculation guidelines specified in BSCP533 Appendix B PARMS Calculation Guidelines.
(2)	Submissions are in accordance with BSCP533.
(3)	Data is submitted in the required file format specification (in accordance with BSCP533 Appendix A PARMS Data Provider File Formats).
(4)	Controls in place for data validity and completeness.
(5)	Demonstration of a full understanding of, and capability to fulfil, the obligations and requirements of PARMS.
	
	

	13.1.7	How will you ensure that you have appropriate audit trails in place to meet the audit trail requirements as set out in PSL100?
	The systems should be capable of reporting (or archived information should be stored so that it is available for enquiry) sufficient information so as to enable a user to obtain, in a timely fashion any changes to standing data held or used by the system.
The audit trail and archiving requirements for SVA HHMOA are set out in PSL100 sections 10.2 and 10.3.
	
	

	13.1.8	How have you ensured that you can meet the data retention requirements set out in BSC Section U1.6 and PSL100 sections 10.2 and 10.3?
	Section U1.6 sets out the requirements on Parties and their Party Agents to retain Settlement Data for:
(1)	28 months after the Settlement Day to which it relates on-line;
(2)	Until the date 40 months after the Settlement Day to which it relates in an archive; and
(3)	At the request of the Panel, for more than 40 months if needed for an Extra Settlement Determination.
The response should address the following:
(a)	Controls to ensure that any archived data can be retrieved within 10 Business Days.
(b)	Systems and procedures to ensure that all data that is retained is in a form in which the data can be used in carrying out a Settlement Run or Volume Allocation Run.
	
	

	13.1.9	What controls do you have in place to ensure that all commissioning tests are conducted to meet the requirements detailed in CoP 4 for all types of Meters (including whole current metering)?
	The response should address the following areas:
(1)	Contacts and lines of communication that are established and maintained with the Equipment Owner (Section L 3.1.2) to ensure that full commissioning can be performed in accordance with CoP 4.
(2)	Controls and procedures should be in place to identify all circumstances where a commissioning test is required, regardless of who is required to commission particular items of Metering Equipment (e.g. measurement transformers owned by the relevant BSC Party (e.g. the National Electicity Transmission System Operator (NETSO) or LDSO, as applicable)) that make up and/or will make up the Metering System.
(3)	All commissioning tests are performed in accordance with the timescales outlined in BSCP514.
(4)	Controls and procedures which exist to assess the quality of commissioning test results and records.
(5)	All relevant documentation is:
(i)	received (where necessary) from the relevant BSC Party (the Equipment Owner) responsible for commissioning the item of Metering Equipment (in particular measurement transformers owned by the NETSO or LDSO, as applicable);
(ii)	retained; and
(iii)	is available for retrieval.
(6)	Detail how you will transfer documentation to the new SVA HHMOA on CoA and to the Registrant for notification of commissioning test results.
(7)	Commissioning tests performed meet the requirements detailed in CoP 4,  and the Registrant is notified that commissioning of the Metering System is completed, or the Registrant is notified of any defects or omissions in that process.
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	Question
	Guidance
	Response
	Evidence

	13.2.1	What procedures are in place for identifying, monitoring and resolving unprocessed data flows or notification exceptions arising in processing and other errors in order to ensure that service level requirements are met?
	Within the requirements of the Service there are a number of points at which delays in processing data could occur which if not addressed could exceed the timescale requirements as set out in BSC514, BSCP550 or PSL100. This could consequentially have an adverse impact on other Party Agents or Market Participants.
The response should address the following areas:
(1)	Internal reporting mechanisms are in place in order to monitor levels of rejections/failures and backlogs on a daily basis.
(2)	An analysis of data processing by your Agency Service has been performed in order to identify all points of rejection/failure or potential backlogs in data flow processing.
(3)	Management processes are in place to monitor performance against the standards as set out in BSCP514, BSCP550 and PSL100.
(4)	Procedures set out the action to be taken to resolve different exception types and provide guidance as to how to resolve underlying problems, which may be preventing a data flow/notification from processing.
(5)	A mechanism to capture any root causes of exceptions/problems should be established in order for preventative controls to be established or enhanced.
	
	

	13.2.2	What procedures do you have in place with respect to fault resolution, relating to both detection and responding to problem notifications from other parties?
	A fault may be detected by a HHMOA, in which case the HHMOA contacts the HHDC and requests a decision on the action to be taken (D0002). Or, the HHMOA may initially be informed about the potential fault by the LDSO, where the HHMOA will notify the HHDC as to what action should be taken (D0002). (BSCP514 5.2.3, 5.3.3, 5.3.4 and 5.3.5).
Alternatively the HHDC or Supplier may request that the HHMOA investigates a potential fault (D0001). (BSCP514 5.4.1).
The response should address the following areas:
(1)	All requests for investigation (D0001) or receipt of request for further action (D0002 or D0005) should be logged.
(2)	Controls should be in place in order to monitor the progress of each fault from original notification to resolution.
(3)	Ongoing monitoring of time taken to action specific requests/notifications should be carried out.
	
	

	13.2.3	How do you ensure that a proving test has been performed in all the required circumstances and that the methodology applied conforms to BSCP514?
	BSCP514 5.5 sets out four methods for carrying out a proving test. A proving test is required when any or all of the following key data fields are changed whilst a Metering System is energised or if the change occurs whilst the Metering System is de-energised then will be required once the Metering System is energised:
· Outstation Id.
· Metering System Id (serial number).
· Outstation number of channels.
· Measurement Quantity Id.
· Metering System multiplier.
· Pulse multiplier.
· CT and / or VT Ratios.
· Access to ME at Password Level 3.
BSCP514 Appendix 8.3.1 to 8.3.5 sets out the detailed requirements for performing the proving tests.
The response should address the following areas:
(1)	Controls and procedures should be in place to identify all circumstances where a proving test is required.
(2)	Communication with the HHDC Agents concerned should be established and the method of proving test to be employed should be agreed.
(3)	Management should have monitoring controls in place in order to determine whether the request to perform a proving test has been sent to the HHDC Agent in all required cases.
(4)	Management should have controls in place to ensure that the confirmation of the proving test result is sent as required by BSCP514 5.5.5.
(5)	Where a proving test fails progress should be tracked and monitored to ensure that a re-request or re-test is carried out.
	
	

	13.2.4	What procedures do you have in place to proactively monitor and improve the standards of quality of the data (both standing data and Meter reads) used by your Agency Service?
	The response should address the following areas:
(1)	Processes in place to measure and report upon data quality, (including what data quality is measured against and how you would identify an improvement or decline in the quality of data used by your Agency Service).
(2)	Review of data quality statistics by senior management.
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	Question
	Guidance
	Response
	

	13.3.1	What additional detail would you like to add to your response?
	The Applicant can use the space provided to add any additional clarification and/or evidence that they consider necessary.
This question is optional.
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	Objectives of this section
The objective of this section is to consider the controls that have been built into the systems and processes supporting your SVA NHHMOA Agency Service to ensure the requirements of the BSC, BSCP514 and PSL100 are met.  Whilst Sections 1 to 7 of the SAD are generic to all Agency Services, this section focuses on the specific controls required to operate effectively as a SVA NHHMOA.

	Guidance for completing this section
The SVA NHHMOA is responsible for the installation and maintenance of non half hourly Metering Systems and Supplier-serviced Metering Systems2. The SVA NHHMO is required to provide requested data to other Parties and to inform Parties impacted by any changes made to Metering Systems as set out in BSCP514. The section is split as follows:
Business Processes and Mitigating Controls: This section looks at the controls over the input of Metering System technical data or energisation status data received and the transmission of Metering System technical data, energisation status or Meter reads to NHHDC Agents. It also considers the maintenance of standing data (which, if incorrect, may impact upon Settlement), the provision for a full audit trail history of the data used by your Agency Service and any changes made to it as outlined in BSCP514 and PSL100.
Exception Management: The section looks at the specific controls in place to report on, monitor and resolve exceptions during the processing of data. 
A number of questions in the SAD relate to ‘data quality’.  In this section of the SAD you are concerned with the on-going quality of your data when your Agency Service is live and in operation.  The quality of the data used to initially populate your Agency Service is considered in Section 7 of the SAD.  A number of the questions in the service specific sections of the SAD relate to how you will ensure the accuracy of incoming and outgoing data and in the event that poor quality data does enter your Agency Service, how you identify and resolve this to minimise the impact upon other Parties and Party Agents.
Both system and manual controls should be considered when answering the SAD questions as your Agency Service will rely on both system and manual processes to effectively fulfil its obligations. Responses should consider the procedures in place for dealing with electronic flows received via the DTN and also manual data flows received via any other means e.g. email, fax, letter.
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	Question
	Guidance
	Response
	Evidence

	14.1.1	How do you ensure that data is received and processed completely accurately and in a timely manner, in line with the requirements of BSCP514 and PSL100?
	The SVA NHHMOA receives a number of key inputs:
(1)	D0155, D0151, D0148 from Suppliers relating to appointments and Party Agent changes (BSCP514 6.2.1, 6.2.2, 6.2.3, 6.2.4, 6.2.5, 7.1, 7.2, 7.3 and 7.4).
(2)	D0170 from Suppliers and other Meter Operators requesting Metering System details (BSCP514 6.2.1, 6.2.4, 7.1 and 7.2).
(3)	D0149, D0150, D0313, D0010, D0268, D0291 and D0215 from Suppliers, other Metering System Operators and LDSOs providing Metering System technical details or Meter readings (BSCP514 6.2.1, 6.2.2, 6.2.3, 6.2.4, 6.2.5, 6.3.3, 6.3.4, 6.3.5, 7.1, 7.2, 7.3 and 7.4).
(4)	D0134 and D0139 from Suppliers, other Metering System operators and LDSOs requesting and providing energisation status changes (BSCP514 6.3.1 and 6.3.2).
(5)	D0142 from Suppliers requesting installation, removal or changes to Metering Systems (BSCP514 6.2.2, 6.3.3, 6.3.4, 7.3 and 7.4).
(6)	D0367 from Suppliers relating to Smart Meter Configuration.
The response should address the following areas:
(1)	All flows are identified, reviewed and authorised prior to processing.
(2)	The validation of data for formats and lengths, e.g. the MSID is valid.
(3).	The validation of data for its internal consistency.
(4)	Controls in place to ensure that all data required or expected is received. This may be through controls within the update routines or through manual controls.
	
	

	14.1.2	How do you ensure that once data has been collected that is has been passed to the appropriate recipient completely, accurately and in a timely manner.
	The key inputs received are set out in 14.2.1 and where relevant the SVA NHHMOA is required to take the appropriate action which might include the provision of Metering System technical details and Meter readings to other parties – notably to NHHDC Agents (and HHDC Agents for Supplier-serviced Metering Systems).
The response should address the following areas:
(1)	Controls should be in place to ensure that the appropriate action for each request or provision of data is taken, all instructions should be logged and progress monitored to ensure they are actioned in a timely manner.
(2)	Management should have monitoring controls in place in order to determine whether the appropriate action has been taken in each case.
(3)	Controls should be in place to ensure that data sent (regardless of method) has been sent to the appropriate recipient, has been authorised for sending and potentially any acknowledgement received has been checked - in an electronic environment these may include:
(a)	File sequence numbers are maintained to ensure that all are processed and in the correct order.
(b)	Record counts and check sums are included in the data transmitted to ensure completeness.
(c)	Receipt acknowledgements received are checked to ensure completeness of transmission.
(d)	Processes are in place to re-send transmissions should a failure occur.
	
	

	14.1.3	What controls do you have in place to ensure that data (including commissioning records) or Meter readings obtained by field operators are recorded completely and accurately in the SVA NHHMOA database and in a timely manner?
	The response should address the following areas:
(1)	Standard forms/input methodologies should be used to collect and retain data from work schedules.
(2)	Scheduled work/site visits should be monitored against actual work/site visits performed.
(3)	Expected data/information to be received from the site visits should be measured against actual data/information received.
	
	

	14.1.4	Are you signed up to the MOCOPA®?
	The MOCOPA® accreditation is an agreement between electricity distribution businesses and electricity Meter operators in Great Britain which defines safety, technical and business interface requirements regarding the provision of Meter operation services.
The response should detail the processes and controls in place to address the following:
(1)	Do you intend to use a third party agent(s) to carry out any of the functions of a MOA on your behalf, e.g. install, commission, test, maintain, rectify faults or provide a sealing service in respect of Metering Equipment?  If so, and the function(s) require it, is the third party agent MOCOPA® accredited? If they are not yet MOCOPA® accredited and they should be to carry out the function they perform on your behalf, what actions and timescales do you have in place to ensure the third party agent obtains MOCOPA® accreditation? How will you ensure, where applicable to that function, that the third party agent(s) MOCOPA® accreditation status is maintained on an ongoing basis?
(2)	List the third party agent(s) that you intend to use to carry out any function(s) of a MOA on your behalf. Please provide a brief description of the function each third party agent performs on your behalf and, where applicable to that function, their MOCOPA® accreditation status (e.g. N/A to the function or MOCOPA® accredited/ MOCOPA® accreditation in progress).
	
	

	14.1.5	How do you ensure that all installed Metering Systems either conform to the metering Code of Practice or that an appropriate Metering Dispensation has been obtained?
	The response should address the following areas:
(1)	An inventory of all Metering Systems installed should be maintained which specifies all Metering System technical details – where relevant this should be supported by the appropriate certificates and paper work (e.g. CT/VT certificates) and an audit trail should be provided from the inventory to the physical documentation.
(2)	Controls should be in place to identify Metering Systems that require a dispensation and to monitor the expiry dates of any dispensations held.
(3)	An inventory of all Metering Systems which have a dispensation should be maintained which specifies the duration of each.
	
	

	14.1.6	What controls and procedures do you have in place to ensure that the requirements of BSCP533 are met?
	The response should address the following:
(1)	Calculations are in accordance with the calculation guidelines specified in BSCP533 Appendix B PARMS Calculation Guidelines.
(2)	Submissions are in accordance with BSCP533.
(3)	Data is submitted in the required file format specification (in accordance with BSCP533 Appendix A PARMS Data Provider File Formats).
(4)	Controls in place for data validity and completeness.
(5)	Demonstration of a full understanding of, and capability to fulfil, the obligations and requirements of PARMS.
	
	

	14.1.7	How have you ensured that you have appropriate audit trails in place to meet the audit trail requirements as set out in PSL100?
	The systems should be capable of reporting (or archived information should be stored so that it is available for enquiry) sufficient information so as to enable a user to obtain, in a timely fashion any changes to standing data held or used by the system.
The audit trail and archiving requirements for SVA NHHMOA are set out in PSL100 sections 10.2 and 10.3.
	
	

	14.1.8	How have you ensured that you can meet the data retention requirements set out in BSC Section U1.6 and PSL100 section 10.2 and 10.3?
	Section U1.6 sets out the requirements on Parties and their Party Agents to retain Settlement Data for:
(1)	28 months after the Settlement Day to which it relates on-line;
(2)	Until the date 40 months after the Settlement Day to which it relates in an archive; and
(3)	At the request of the Panel, for more than 40 months if needed for an Extra Settlement Determination.
The response should address the following:
(a)	Controls to ensure that any archived data can be retrieved within 10 Business Days.
(b)	Systems and procedures to ensure that all data that is retained is in a form in which the data can be used in carrying out a Settlement Run or Volume Allocation Run.
	
	

	14.1.9	What controls do you have in place to ensure that all commissioning tests are conducted to meet the requirements detailed in CoP 4 for all types of Meters (including whole current metering)?
	The response should address the following areas:
(1)	Contacts and lines of communication that are established and maintained with the Equipment Owner (Section L 3.1.2) to ensure that full commissioning can be performed in accordance with CoP 4.
(2)	Controls and procedures should be in place to identify all circumstances where a commissioning test is required.
(3)	All commissioning tests are performed in a timely manner (e.g. where applicable, prior to registration).
(4)	Controls and procedures which exist to assess     the quality of commissioning test results and records.
(5)	All relevant documentation is retained and is available for retrieval.
(6)	Detail how you will transfer documentation to the new SVA HHMOA on CoA.
(7)	Commissioning tests performed meet the requirements detailed in CoP 4.
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	Question
	Guidance
	Response
	Evidence

	14.2.1	What procedures are in place for identifying, monitoring and resolving unprocessed data flows or notification exceptions arising in processing and errors in order to ensure that service level requirements are met?
	Within the requirements of the Service there are a number of points at which delays in processing data could occur which if not addressed could exceed the timescale requirements as set out in BSC514 or PSL100.
The response should address the following areas:
(1)	Internal reporting mechanisms are in place in order to monitor levels of rejections/failures and backlogs on a daily basis.
(2)	An analysis of data processing by your Agency Service has been performed in order to identify all points of rejection/failure or potential backlogs in data flow processing.
(3)	Management processes are in place to monitor performance against the standards as set out in BSCP514 and PSL100.
(4)	Procedures set out the action to be taken to resolve different exception types and provide guidance as to how to resolve underlying problems, which may be preventing a data flow/notification from processing.
(5)	A mechanism to capture any root causes of exceptions/problems should be established in order for preventative controls to be established or enhanced.
	
	

	14.2.2	What procedures do you have in place with respect to fault resolution, relating to both detection and responding to problem notifications from other parties?
	A fault may be detected by a NHHMOA, in this case the NHHMOA contacts the NHHDC, or Supplier as appropriate, and requests a decision on the action to be taken (D0002) or the NHHMOA may initially be informed about the potential fault by the LDSO, again the NHHMOA will contact the NHHDC, or Supplier as appropriate, and request a decision as to what action should be taken (D0002). (BSCP514 6.2.3, 6.3.3, 6.3.4 and 6.3.5)
Alternatively the NHHDC or Supplier may request that the NHHMOA investigates a potential fault (D0001). (BSCP514 6.4.1)
The response should address the following areas:
(1)	All requests for investigation (D0001) or receipt of request for further action (D0002 or D0005) should be logged.
(2)	Controls should be in place in order to monitor the progress of each fault from original notification to resolution.
(3)	Ongoing monitoring of time taken to action specific requests/notifications should be carried out.
	
	

	14.2.3	What procedures do you have in place to proactively monitor and improve the standards of quality of the data (both standing data and Meter reads) used by your Agency Service?
	The response should address the following areas:
(1)	Processes in place to measure and report upon data quality, (including what data quality is measured against and how you would identify an improvement or decline in the quality of data used by your Agency Service).
(2)	Review of data quality statistics by senior management.
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	Question
	Guidance
	Response
	

	14.3.1	What additional detail would you like to add to your response?
	The Applicant can use the space provided to add any additional clarification and/or evidence that they consider necessary. This question is optional.
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	Objectives of this section
The objective of this section is to consider the controls that have been built into the systems and processes supporting your CVA HHMOA Agency Service to ensure the requirements of the BSC, BSCP20, BSCP02, BSCP06 and PSL100 are met.  Whilst sections 1 to 7 of the SAD are generic to all Agency Services, this section focuses on the specific controls required to operate effectively as a CVA MOA Agent.

	Guidance for completing this section
 The CVA MOA Agent is responsible for the installation and maintenance of CVA Metering Systems. The CVA MOA Agent is required to provide requested data to other Parties and to inform Parties impacted by any changes made to Metering Systems as set out in BSCP20. The section is split as follows:
Business Processes and Mitigating Controls: This section looks at the controls over the input of Metering System technical data or energisation status data received and the transmission of Metering System technical data, energisation status or Metering System reads to the CDCA Agent and the CRA. It also considers the maintenance of standing data (which, if incorrect, may impact upon Settlement) the provision for a full audit trail history of the data used by your Agency Service and any changes made to it as outlined in BSCP06 and PSL100.
Exception Management: The section looks at the specific controls in place to report on, monitor and resolve exceptions during the processing of data. 
A number of questions in the SAD relate to ‘data quality’.  In this section of the SAD you are concerned with the on-going quality of your data when your Agency Service is live and in operation.  The quality of the data used to initially populate your Agency Service is considered in Section 7 of the SAD.  A number of the questions in the service specific sections of the SAD relate to how you will ensure the accuracy of incoming and outgoing data and in the event that poor quality data does enter your Agency Service, how you identify and resolve this to minimise the impact upon other Parties and Party Agents.
Both system and manual controls should be considered when answering the SAD questions as the Agency Service will rely on both system and manual processes to effectively fulfil its obligations. Due to their size and complexity it is not uncommon for a CVA MOA to be responsible for only a small number of Metering Systems, as a result it is likely that the CVA MOA system will be a Simple one. Responses should consider the procedures in place for dealing with information received in any relevant medium either electronically or manually e.g. email, fax, letter.
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	Question
	Guidance
	Response
	Evidence

	15.1.1	How do you ensure that you have a complete record for each Metering System and that this is updated for all changes?
	BSCP06 section 1.5.2 (a) sets out the details of information that should be recorded for each Metering System. In addition the CVA MOA will receive a number of communications from other Parties as follows:
(1)	The MSID for a Metering System on registration of a new Metering System (BSCP20 3.1.6 and 3.8.16).
(2)	BSCP20/4.8 form from the Registrant appointing new CVA MOA (BSCP20 3.4).
(3)	Communications from CDCA with respect to MTD changes and proving tests.
The response should address the following areas:
(a)	An inventory of all Metering Systems installed should be maintained which specifies all Metering System technical details – where relevant this should be supported by the appropriate certificates and paper work (e.g. CT/VT certificates) and an audit trail should be provided from the inventory to the physical documentation.
(b)	All received forms/notifications should be identified, reviewed and authorised prior to response.
(c)	Procedures should be in place to ensure that the inventory is updated for all changes (either as notified by other Parties of as a result of information gathered by field operators).
(d)	Expected data/information to be received from site visits should be measured against actual data/information received.
(e)	Scheduled work/site visits should be monitored against actual work/site visits performed.
(f)	Evidence should be retained as to who received any form/notification, when and what was updated to the CVA MOA inventory.
(g)	Controls should be in place to ensure that the appropriate action for each request or provision of data is taken, all instructions/communications should be logged and progress monitored to ensure they are actioned in a timely manner.
	
	

	15.1.2	How do you ensure that any changes made to Metering System technical details are updated to the CDCA?
	BSCP20 3.5 and BSCP06 section 1.5.4 require the CVA MOA to update the CDCA using form BSCP20/4.3 of any changes to Metering System technical details or energisation status and where relevant to provide Meter reads and proving test dates in accordance with BSCP02.
The response should address the following areas:
(1)	The authorised person is required to sign the form (BSCP38).
(2)	Procedures should specify the action to be taken to ensure that the form is sent to the CDCA within the required timescale.
(3)	Controls should be in place to ensure that data sent (regardless of method) has been sent to the appropriate recipient, has been authorised for sending and potentially any acknowledgement received has been checked.
	
	

	15.1.3	Are you signed up to the MOCOPA®?
(Mandatory question in respect of CVA MOAs who intend to work on CVA Metering Equipment associated with a Boundary Point to a distribution system or a systems connection point but not required for other CVA MOAs).
	The MOCOPA® is an agreement between electricity distribution businesses and electricity Meter operators in Great Britain which defines safety, technical and business interface requirements regarding the provision of Meter operation services.
The response should detail the processes and controls in place to address the following:
(1)	Do you intend to use a third party agent(s) to carry out any of the functions of a MOA on your behalf, e.g. install, commission, test, maintain, rectify faults or provide a sealing service in respect of Metering Equipment?  If so, and the function(s) require it, is the third party agent MOCOPA® accredited? If they are not yet MOCOPA® accredited and they should be to carry out the function they perform on your behalf, what actions and timescales do you have in place to ensure the third party agent obtains MOCOPA® accreditation? How will you ensure, where applicable to that function, that the third party agent(s) MOCOPA® accreditation status is maintained on an ongoing basis?
(2)	List the third party agent(s) that you intend to use to carry out any function(s) of a MOA on your behalf. Please provide a brief description of the function each third party agent performs on your behalf and, where applicable to that function, their MOCOPA® accreditation status (e.g. N/A to the function or MOCOPA® accredited/ MOCOPA® accreditation in progress).
	
	

	15.1.4	How do you ensure that all installed Metering Systems either conform to the metering Code of Practice or that an appropriate Metering Dispensation has been obtained?
	The response should address the following areas:
(1)	Controls should be in place to identify Metering Systems that require a dispensation and to monitor the expiry dates of any dispensations held.
(2)	An inventory of all Metering Systems that have a dispensation should be maintained which specifies the duration of each.
	
	

	15.1.5	How have you ensured that you have appropriate audit trails in place?
	The systems should be capable of reporting (or archived information should be stored so that it is available for enquiry) sufficient information so as to enable a user to obtain, in a timely fashion any changes to standing data held or used by the system (this will also be applicable to a paper based system).
The audit trail and archiving requirements for CVA MOA Agents are set out in PSL100 sections 10.2 and 10.3.
	
	

	15.1.6	How have you ensured that you can meet the data retention requirements set out in BSC Section U1.6 and PSL100 Sections 10.2 and 10.3
	Section U1.6 sets out the requirements on Parties and their Party Agents to retain Settlement Data for:
(1)	28 months after the Settlement Day to which it relates on-line;
(2)	Until the date 40 months after the Settlement Day to which it relates in an archive; and
(3)	At the request of the Panel, for more than 40 months if needed for an Extra Settlement Determination.
The response should address the following:
(a)	Controls to ensure that any archived data can be retrieved within 10 Business Days.
(b)	Systems and procedures to ensure that all data that is retained is in a form in which the data can be used in carrying out a Settlement Run or Volume Allocation Run.
	
	

	15.1.7	What controls do you have in place to ensure that all commissioning tests are conducted to meet the requirements detailed in CoP 4?
	The response should address the following areas:
(1)	Contacts and lines of communication that are established and maintained with the Equipment Owner (Section L 3.1.2) to ensure that full commissioning can be performed in accordance with CoP 4.
(2)	Controls and procedures should be in place to identify all circumstances where a commissioning test is required, regardless of who is required to commission particular items of Metering Equipment (e.g. measurement transformers owned by the relevant BSC Party (e.g. NETSO or LDSO, as applicable)) that make up and/or will make up the Metering System.
(3)	All commissioning tests are performed in a timely manner (e.g. where applicable, prior to registration).
(4)	Controls and procedures which exist to assess the quality of commissioning test results and records.
(5)	All relevant documentation is:
(i)	received (where necessary) from the relevant BSC Party (the Equipment Owner) responsible for commissioning the item of Metering Equipment (in particular measurement transformers owned by the NETSO or LDSO, as applicable);
(ii)	retained; and
(iii)	is available for retrieval.
(6)	Detail how you will transfer documentation to the new SVA MOA on CoA and to the Registrant for notification of commissioning test results.
(7)	Commissioning tests performed meet the requirements detailed in CoP 4 and the Registrant is notified that commissioning of the Metering System is completed, or the Registrant is notified of any defects or omissions in that process.
	
	

	15.1.8	What procedures are in place for the registering of sealing pliers and maintaining a register of seals applied for individual CVA Metering Systems?
	PSL100 section 1.5.3 (c) requires the CVA MOA to provide a sealing service.
The response and supporting evidence must include:
(1)	Evidence that a company specific identifier has been requested from BSCCo for sealing pliers;
(2)	Procedures for maintaining a register of sealing pliers for individual pairs of sealing pliers; and
(3)	Procedures for maintaining a register of seals applied for each CVA Metering System.
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	Question
	Guidance
	Response
	Evidence

	15.2.1	What procedures are in place for identifying, monitoring and resolving unprocessed data flows or notifications, exceptions arising in processing and other errors in order to ensure that service level requirements are met?
	Within the requirements of the Service there are a number of points at which delays in actioning requests or passing on data could occur which if not addressed could exceed the timescale requirements as set out in BSCP20, BSCP06, or BSCP02.
The response should address the following areas:
(1)	Internal reporting should be in place in order to monitor levels of rejections/failures and backlog.
(2)	An analysis of the operation of the Agency Service has been performed in order to identify all points of rejection/failure or potential backlogs in instruction/notification processing.
(3).	Management processes are in place to monitor performance against the standards as set out in BSCP20 and BSCP06.
(4)	Procedures set out the action to be taken to resolve different exception types and provide guidance as to how to resolve underlying problems.
	
	

	15.2.2	What procedures do you have in place with respect to fault resolution, relating to both detection and responding to problem notifications from other parties?
	A fault may be detected by a CVA MOA as a result of a site visit or the CVA MOA to investigate a potential fault by the Registrant. (BSCP06 sets out the procedures in relation to fault investigation and resolution)
(1)	All requests for investigation from the Registrant should be logged.
(2)	Controls should be in place in order to monitor the progress of each fault from original notification to resolution.
(3)	Procedures should be in place to ensure that any findings are reported to the CDCA.
	
	

	15.2.3	How do you ensure that a proving test has been performed in all the required circumstances and that the methodology applied conforms to BSCP02?
	BSCP02 sets out the requirements for performing a proving test.  A proving test is required in the following circumstances:
· Install new, or additions to, existing Metering Systems.
· Remove and/or replace Metering Systems and/or Outstations.
· Reprogram Metering Systems and/or Outstations.
· Change the registration of a Metering System from SMRA to CMRS i.e. a SVA Metering System becomes a CVA Metering System.
The response should address the following areas:
(1)	Controls and procedures should be in place to identify all circumstances where a proving test is required.
(2)	Where a proving test fails progress should be tracked and monitored to ensure that a re-request or re-test is carried out.
(3)	Controls should be in place to ensure that the proving test takes place prior to the effective from date for the Metering System.
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	Question
	Guidance
	Response
	

	15.3.1	What additional detail would you like to add to your response?
	The Applicant can use the space provided to add any additional clarification and/or evidence that they consider necessary.
This question is optional.
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	Objectives of this section
The objective of this section is to consider the controls that have been built into the systems and processes supporting your Agency Service to ensure the requirements of the BSC, BSCP520 and PSL100 are met.  Whilst Sections 1 to 7 of the SAD are generic to all Agency Services, this section focuses on the specific controls required to operate effectively as a Meter Administrator.

	Guidance for completing this section
The Meter Administrator (MA) is responsible for receiving summary inventory and latitude/longitude information from the Unmetered Supplies Operator (UMSO) and where relevant inputting this information into the Equivalent Meter (EM).  Where the EM is Central Management Systems (CMS) Capable the MA is responsible for inputting the CMS Control File and receiving Event Log data from the CMS.  In addition the MA is responsible for operating and maintaining the EM hardware and software, ensuring that metered data is available from the EM in time for the Data Collector to meet the Settlement timetable and indicating to the Data Collector where estimated data should be used where an EM is not functioning correctly. The section is split as follows:
Business Processes and Mitigating Controls: This section looks at the controls over the input of summary inventory and latitude/longitude data into the EM and the operation and maintenance of the metering equipment.  It also considers the maintenance of standing data which, if incorrect, may impact upon Settlement, the provision for a full audit trail history of the data used by your Agency Service and any changes made to it as outlined in BSCP520 and PSL100.
Exception Management: The section looks at the specific controls you have in place to report on, monitor and resolve exceptions during the processing of your data.
A number of questions in the SAD relate to ‘data quality’.  In this section of the SAD you are concerned with the on-going quality of your data when your Agency Service is live and in operation.  The quality of the data used to initially populate your Agency Service is considered in Section 7 of the SAD.  A number of the questions in the service specific sections of the SAD relate to how you will ensure the accuracy of incoming and outgoing data and in the event that poor quality data does enter your Agency Service, how you identify and resolve this to minimise the impact upon other Parties and Party Agents.  There are numerous methods of monitoring the quality of your data and the benchmarks that you use should be tailored to your Agency Service and the specific risks posed to your data quality.
Both system and manual controls should be considered when answering the SAD questions as your Agency Service will rely on both system and manual processes to effectively fulfil its obligations. Responses should consider the procedures in place for dealing with electronic flows received via the DTN and also manual data flows received via any other means e.g. email, fax, letter.
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	Question
	Guidance
	Response
	Evidence

	16.1.1	What controls do you have in place to ensure that the establishment of new UMS Inventory is done in accordance with the requirements of BSCP520?
	The MA receives a number of key inputs from the UMSO and the Supplier:
(1)	Latitude and longitude information for each MSID is received on a P0068 and summary inventory details are received on a P0064 (BSCP520 3.1 to 3.7) and/or CMS Control file as appropriate.
(2)	Appointment and termination details are received from the Supplier on D0155, D0148 and D0151 flows via an electronically or other agreed method.
The response should address the following areas:
(a)	Summary inventory is validated against the Operational Information Document (OID).
In what form will an audit trail be provided from the relevant inventory, and is the data in the correct format?
(b)	The EM type adopted utilises software which has been approved by BSCCo to provide settlement metered data in accordance with BSC Requirements.
(c)	Controls to ensure around the population of data into the EM system is carried out completely, accurately and in a timely manner.
(d)	Procedures are in place to ensure that EM system parameters have been correctly configured and assigned in a timely manner.
(e)	Monitoring procedures are in place to identify changes required to data in a timely manner and to ensure the EM is updated accordingly.
(f)	All flows are identified, reviewed and authorised prior to processing.
(g)	The validation of data for formats and lengths, e.g. the MSID is valid.
(h)	Evidence is retained as to who processed the data, when and what was updated to the MA database.
	
	

	16.1.2	 How do you ensure that once a UMS connection has been established changes to inventories are processed completely and accurately in accordance with the requirements of BSCP520?
	The response should include the following key events:
(a)	Receiving and processing of revised UMS inventories and/or CMS Control files as appropriate. 
(b)	Controls in place to identify required changes to data.
(c)	Controls in place that changes are performed in a timely manner and the EM is updated accordingly.
(d)	Controls in place to ensure that applications for revised inventories continue to meet the criteria specified in BSCP520.
	
	

	16.1.3	How do you ensure that information and data flows relating to UMS are sent or received and processed completely, accurately and in a timely manner in accordance with BSCP520?
	The response should include the following key events:
(1)	Provision of UMS  summary inventories via the P0064 data flow  and/or CMS Control file as appropriate
(2)	Provision of Equivalent Meter Technical Details via the P0068 data flow
(3)	Receipt and processing of appointment details via data flows
(4)	Sending of P0173 and P0174 to Data Collectors 
(5)	Receipt and processing of CMS Event Log file
The response should address the following:
(1)	All flows are identified, reviewed and authorised prior to processing.
(2)	The validation of data flows for format and lengths
(3)	The validation of data for completeness and accuracy (e.g. the MSIDs is valid).
(a)	Where the generating/sending of flows requires the use of MDD the response should reference how it is ensured that data in the flow is validated against the latest version of MDD.
(b)	Where an agreed method other than the standard DTC flow is to be used the response should address:
· How you manage the approval / agreement of receipt/sending of data in another agreed format;
· What records are retained of the agreement of the method as well as the actual data received/sent; and
· How do you ensure that timescales surrounding this data are adhered to.
· Controls in place to ensure that all data required or expected is received and that all data to be sent is sent in a timely manner.  This may be through controls within the routine or through manual controls.
	
	

	16.1.4	What controls do you have in place to ensure that the requirements of BSCP520 are met when a Change of Supplier (CoS) and/or Change of Agent (CoA) event takes places?
	The response should cover how you identify when a CoS/CoA activity has taken place and should address the following:
For HH UMS CoS: 
(a)	Receipt and processing of appointment flows; and
(b)	Receipt and processing of P0068 EM Technical Details (latitude and longitude information) and P0064 Summary Inventory.
Change of MA:
(a)	Receipt and processing of appointment flow and/or termination flow; and 
(b)	Sending and processing of requests for  transfer of information between old and new MA
Change of Data Collector: 
(a)	Receipt and processing of notification of Change of Agent flows (D0148); and
(b)	Sending of P0173 and P0174 and all information transferred.
	
	

	16.1.5	What controls do you have in place to ensure that the requirements of BSCP520 are met for EM Fault Reporting?
	The response should address the following areas:
(1)	Monitor and manage the receipt of notification of a fault/inconsistency;
(2)	Action required to investigate the fault/inconsistency reported;
(3)	Identify the period of the fault and notify relevant participants; and
(4)	Rectify data and send Data Collector corrected data.
The response should address the following areas:
(a)	Procedures in place to ensure that timescales and requirements are in accordance with BSCP520
Controls in place to monitor progress of EM Fault Reporting
	
	

	16.1.6	Where Dynamic Equivalent Metering Systems are used, what procedures are in place to ensure that Photo Electric Cell Unit (PECU) Arrays are installed, configured and maintained correctly?
	The response should address the following areas:
(1)	Procedures are in place to ensure that the process in siting the PECU array is in accordance with BSCP520.
(2)	Documented procedures are in place over the set up, installation and testing of the PECU Array(s) and associated communications equipment. These procedures should encompass tests to confirm that information can be retrieved from the PECU Array(s) to meet operational requirements and settlement run timescales.
(3)	Procedures are in place to establish the load weighted numbers of Unmetered Apparatus controlled by PECUs to ascertain the correct proportion of PECUs on a PECU Array. These procedures also ensure that for each PECU in an Array, type and location details are maintained within the Equivalent Meter system.
(4)	Procedures are in place to monitor and maintain the correct operation of the PECU Array(s). These procedures encompass the review of any spurious or unusual performance of PECUs within the Array. Failed cells within an Array are replaced in a timely manner.
(5)	Procedures are in place covering the use of appropriate default PECU regimes and/or switching regimes in the event that PECU Array data is not available for any day.
	
	

	16.1.7	How have you ensured that you have appropriate audit trails in place?
	Your systems should be capable of reporting (or archived information should be stored so that it is available for enquiry) sufficient information so as to enable a user to obtain, in a timely fashion any changes to standing data held or used by the system.
The audit trail and archiving requirements for MA are set out in PSL100 sections 10.2 and10.3
	
	

	16.1.8	How have you ensured that you can meet the data retention requirements set out in BSC Section U1.6 and PSL100 sections 10.2 and10.3?
	Section U1.6 sets out the requirements on Parties and their Party Agents to retain Settlement Data for:
(1)	28 months after the Settlement Day to which it relates on-line;
(2)	Until the date 40 months after the Settlement Day to which it relates in an archive; and
(3)	At the request of the Panel, for more than 40 months if needed for an Extra Settlement Determination.
The response should address the following:
(a)	Controls to ensure that any archived data can be retrieved within 10 Business Days.
(b)	Systems and procedures to ensure that all data that is retained is in a form in which the data can be used in carrying out a Settlement Run or Volume Allocation Run.
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	Question
	Guidance
	Response
	Evidence

	16.2.1	What procedures are in place for identifying, monitoring and resolving unprocessed data flows or notifications, exceptions arising in processing and errors in order to ensure that service level requirements are met?
	Within the requirements of the Service there are a number of points at which delays in processing data could occur which if not addressed could exceed the timescale requirements as set out in BSC520 or PSL100.
The response should cover the following areas:
(1)	An analysis of data processing by your Agency Service has been performed in order to identify all points of rejection/failure or potential backlogs in dataflow processing.
(2)	Reporting mechanisms are in place in order to monitor levels of rejections/failures and backlogs on a daily basis.
(3)	In the event that an EM fault, including incorrect or missing data, is identified, documented resolution procedures detail actions to be followed to rectify the fault. The procedures include the timely notification of the nature of the fault to all relevant parties. Following resolution the period covered by the fault and the date and time of rectification should also be notified.
(4)	Recalculation of unmetered supplies data (as more accurate data becomes available) for each MSID for each settlement Day.
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	Question
	Guidance
	Response
	

	16.3.1	What additional detail would you like to add to your response?
	The Applicant can use the space provided to add any additional clarification and/or evidence that they consider necessary.
This question is optional.
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	Objectives of this section
The objective of this section is to consider the controls that have been built into the systems and processes supporting your Unmetered Supplies Operator (UMSO) service to ensure the operational requirements of the BSC and BSCPs are met.  Whilst Sections 1 to 7 of the SAD are generic to all Qualified Persons, this section focuses on the specific controls required to operate effectively as an UMSO.

	Guidance for completing this section
The UMSO is responsible for establishing new Unmetered Supplies and establishing appropriate Connection Agreements with UMS customers in line with the requirements set out in BSCP520. In addition it is responsible for providing summary inventories to the Meter Administrator (Half Hourly) and issuing Unmetered Supplier Certificates (Non Half Hourly).
Business Processes and Mitigating Controls:  This set of questions looks at the controls over the provision of data to other participants, the subsequent processing of information received and the transmission of this updated data to relevant participants.
Exception Management:  The section looks at the specific controls you have in place to report on, monitor and resolve exceptions during the processing of your data. 
A number of questions in the SAD relate to ‘data quality’.  This section of the SAD is concerned with the on-going quality of your data when your UMSO service is live and in operation.  The quality of the data used to initially populate your service is considered in Section 7 of the SAD.  A number of the questions in the service specific sections of the SAD relate to how you will ensure the accuracy of incoming and outgoing data and in the event that poor quality data does enter your UMSO service, how you identify and resolve this to minimise the impact upon other Parties and Party Agents.  
Both system and manual controls should be considered when answering the SAD questions as your service will rely on both system and manual processes to effectively fulfil its obligations. Responses should consider the procedures in place for dealing with electronic flows received via the DTN and also manual data flows received via any other means (e.g. email, fax letter). It is recognised that not all UMSOs use the DTN to send and receive information from other participants. Where a question references a specific data flow this should be interpreted to mean the information that would normally be sent/received using that data flow even if the DTN is not used as the method of receipt/delivery. A full response should be provided and the Applicant should indicate for each data flow referenced whether the DTN or an alternative method of communication would be used.
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	Question
	Guidance
	Response
	Evidence

	17.1.1	What controls do you have in place to ensure that the establishment of new UMS connections is done in accordance with the requirements of BSCP520?
	[bookmark: OLE_LINK2]The UMSO is required to carry out a number of activities when establishing or updating UMS inventories. The response should include the following key events:
(1)	Receiving/processing applications for new UMS from customers
(2)	Establishing UMS Connection Agreements with customers
(3)	Distinguishing between HH and NHH UMS and applying distinct processes
The response should address the following areas:
(a)	Controls in place to ensure that applications for new Unmetered Supplies meet the UMS criteria specified in BSCP520.
(b)	Procedures for establishing appropriate UMS Connection Agreements with all customers ensuring that the key clauses defined in BSCP520 (section 1.1) are adhered to as a minimum.
Monitoring controls to ensure that all new connections are set up completely and accurately and have a formal connection agreement in place.
	
	

	17.1.2	How do you ensure that once a UMS connection has been established new inventories or changes to inventories are processed completely and accurately in accordance with the requirements of BSCP520?
	The response should include the following key events:
(1)	Receiving and processing new/revised UMS inventories from customers and Change of Measurement Class applications from Suppliers.
(2)	Calculation of EACs for Non Half Hourly UMS
(3)	Generation of UMS Certificates and data flows (D0052)
(4)	Generation of summary inventories for Half Hourly UMS
The response should address the following areas:
(a)	Controls and procedures in place to ensure the correct application of initial/revised EAC calculations for each Settlement register is recorded for each MSID for NHH traded UMS (BSCP520 Appendix 4.4).
(b)	Procedures for generating the required outputs for NHH traded UMS ( UMS Certificate and D0052)
(c)	Procedures for monitoring the required outputs for HH traded UMS ( Summary Inventory)
(d)	Monitoring of compliance against conditions of UMS Certificates)
(e)	Controls in place to ensure that applications for revised UMS inventories continue to meet the UMS criteria specified in BSCP520.
(f)	Existence of a trigger upon receipt of updated inventories/Change of Measurement Class/Change of Supplier notifications to re-start the procedures for establishing a new UMS inventory to ensure that the criteria for UMS detailed in BSCP520 continue to be met.
	
	

	17.1.3	How do you ensure that information and data flows relating to Half Hourly Unmetered Supplies are sent or received and processed completely, accurately and in a timely manner, in line with the requirements of the BSC?
	The response should include the following key events:
(1)	The sending of request to SMRA for a new MSID record via P0171 data flow
(2)	Sending of UMS Certificates to customer and Supplier on a P0170 flow
(3)	Provision of Equivalent Meter Technical Details via P0068 data flow
(4)	Receipt and processing of appointment details.
(5)	Provision of UMS summary inventories to the appointed Meter Administrator via P0064 data flow
(6)	Receiving requests for Equivalent Meter Technical Details and location of PECU arrays (if applicable) via a P0176 data flow
The response should address the following
(1)	All flows are identified, reviewed and authorised prior to processing.
(2)	The validation of data flows for formats and lengths
(3)	The validation of data for its internal consistency, for completeness and accuracy (e.g. the MSID is valid).
(a)	Where the generating/sending of flows requires the use of MDD the response should reference how it is ensured that this data is valid.
(b)	Where an agreed method other than the standard DTC flow is to be used the response should address:
1. How you manage the approval / agreement of receipt / sending of data in another agreed format,
1. What records are retained of the agreement of the method as well as the actual data received / sent; and
1. How you ensure that timescales surrounding this data are adhered to.
(4)	Controls in place to ensure that all data required or expected is received and that all data to be sent is sent in a timely manner. This may be through controls within the update routines or through manual controls.
(5)	Existence of agreed procedures with the appointed Meter Administrator for the checking and agreement of inventories.
	
	

	17.1.4	How do you ensure that information and data flows relating to Non Half Hourly Unmetered Supplies are sent or received and processed completely, accurately and in a timely manner, in line with the requirements of the BSC?
	The response should address the following key events:
(1)	The sending of a request to SMRA for a new MSID record for UMS via P0171 data flow
(2)	Accurate calculation of EACs according to calculation type (BSCP520 Appendix 4.4) and adjustment of EACs following an LDSO inventory audit.
(3)	Sending of UMS Certificates to customer and Supplier via a P0170 data flow
(4)	Receipt and processing of appointment details.
(5)	Sending of split EAC/Profile Class and SSC details via a D0052 data flow to the Supplier and NHHDC following a new connection/change of inventory detail.
(6)	The creation and sending of an annual spreadsheet of all UMS EACs to Suppliers on a P0218 data flow as specified in BSCP520. The response should include:
(i)	A description of the process by which Supplier UMS registrations are collated;
(ii)	Processes in place for applying the appropriate Average Fraction of Yearly Consumption (AFYC).
(iii)	Submission of the data to Supplier/BSCCo
(iv)	How you ensure that all requests received via a D0310 from the Supplier (or NHHDC) to resend correct EACs to the NHHDC are actioned.
The response should address the following
(a)	All flows are identified, reviewed and authorised prior to processing.
(b)	The validation of data for formats and lengths, e.g. the MSID is valid.
(c)	The validation of data for its internal consistency, for completeness and accuracy.
(i)	Where the generating/sending of flows requires the use of MDD the response should reference how it is ensured that this data is valid.
(ii)	Where an agreed method other than the standard DTC flow is to be used the response should address:
· How you manage the approval / agreement of receipt / sending of data in another agreed format,
· What records are retained of the agreement of the method as well as the actual data received / sent; and
· How you ensure that timescales surrounding this data are adhered to.
(d)	Controls in place to ensure that all data required or expected is received and that all data to be sent is sent in a timely manner. This may be through controls within the update routines or through manual controls.
	
	

	17.1.5	What controls do you have in place to ensure that the requirements of BSCP520 are met when a Change of Supplier (CoS) and/or Change of Agent (CoA) event takes place?
	The response should cover how you identify when a CoA/CoS activity has taken place and should address the following:
For Half Hourly UMS CoS
(1)	Receipt and processing of appointment details.
(2)	Sending of latitude and longitude information and inventory details via P0068 data flow.
(3)	Existence of procedures for agreeing with the Supplier that the existing UMS Certificate continues to meet the requirements of BSCP520
(4)	Existence of agreed procedures with the appointed Meter Administrator for the checking and agreement of UMS inventories.
For NHH CoS
(5)	Receipt and processing of appointment details.
(6)	Receipt and processing of Termination of Appointment details.
(7)	Existence of procedures for agreeing with the Supplier that the existing UMS Certificate continues to meet the requirements of BSCP520
Change of MA
(8)	Receipt and processing of appointment details.
Change of NHHDC
(9)	Receipt and processing of appointment details.
	
	

	17.1.6	What controls do you have in place to ensure that the requirements of BSCP520 are met when a change of energisation status takes place?
	The response should address the following:
(1)	Receipt and processing of energisation status change requests via D0134 data flows
(2)	Sending of confirmation of  energisation status change D0139 data flows to MA/Supplier (HH traded UMS)
(3)	Sending of confirmation of energisation Status change D0139 data flows to NHHDC/Supplier (NHH traded UMS)
The response should also provide details of:
(a)	How you ensure that a D0139 is sent for each D0134 data flow received
(b)	How you receive/process change of energisation requests which are not submitted via a data flow but through other agreed methods.
	
	

	17.1.7	What controls do you have in place to ensure that the requirements of BSCP520 are met when a disconnection is required following de-energisation of an MSID?
	The response should address the following:
(1)	The receipt and processing of disconnection request via D0132 data flow
(2)	Procedures in place to identify and perform any physical site work required
(3)	The sending of disconnection request/confirmation via P0175 and D0125 data flows
(4)	The receipt and processing of termination of appointment date (if NHH).
The response should also provide details of:
(a)	How you ensure that a D0125 / P0175 is sent for each D0132 data flow received
(b)	How you receive/process disconnection requests which are not submitted via a data flow but through other agreed methods.
	
	

	17.1.8	How have you ensured that you have appropriate audit trails in place?
	The UMSO should retain data to allow the Supplier to fulfil all its obligations under the BSC. The response to this question should address how such data is stored, including the following key items:
(1)	Copies of Connection Agreements and evidence that Connection Agreements are in place and have been sent to the customer.
(2)	Evidence of data sent and received. This data may be in either data flow format or otherwise (e.g. fax/email) and the agreed method should be formalised and recorded.
(3)	EAC values and evidence of calculations (for NHH UMS) including evidence to support changes made to inventories and subsequent re-calculations of EACs.
(4)	Summary inventories and history of changes to inventories (for HH UMS)
(5)	Copies of UMS Certificates and evidence to confirm that these, and D0052 data flows, have been sent
(6)	Evidence to support changes to UMS Connections and communications of the changes to relevant parties.
	
	

	17.1.9	How have you ensured that you can meet the data retention requirements set out in BSC Section U1.6 and BSCP520 section 1.2.1(j)?
	Section U1.6 sets out the requirements on Parties and their Party Agents to retain Settlement Data for:
(1)	28 months after the Settlement Day to which it relates on-line;
(2)	Until the date 40 months after the Settlement Day to which it relates in an archive; and
(3)	At the request of the Panel, for more than 40 months if needed for an Extra Settlement Determination.
The response should address the following:
(a)	Controls to ensure that any archived data can be retrieved within 10 Business Days.
(b)	Systems and procedures to ensure that all data that is retained is in a form in which the data can be used in carrying out a Settlement Run or Volume Allocation Run.
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	Question
	Guidance
	Response
	Evidence

	17.2.1	What procedures are in place for identifying, monitoring and resolving unprocessed data flows or notification of exceptions arising in processing and other errors in order to ensure that the BSC requirements are met?
	Within the requirements of the Service there are a number of points at which delays in processing data or non receipt of data could occur, which, if not addressed, could result in data not being processed in a reasonable timescale. This could adversely impact on the quality of data used by other Parties or agents in the Settlement process.
The response should address the following areas:
(1)	The internal reporting mechanisms in place to identify rejections, errors and backlogs in data processing 
(2)	The ongoing analysis performed to identify all points of rejection/failure in data flow processing.
(3)	Procedures setting out the action to be taken to resolve different exception/problem types and provide guidance as to how to resolve underlying problems, which may be preventing a data flow/notification from processing
(4)	A mechanism to capture any root causes of exceptions/problems should be established in order for preventative controls to be established or enhanced.
(5)	Procedures in place to notify the Supplier of any incorrect or missing data
The response should include particular reference to processes for resolving discrepancies with EAC/Profile Class /SSC details following the sending of a D0052 data flow and subsequent rejection by Supplier/NHHDC via a D0310 data flow.
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	Question
	Guidance
	Response
	

	17.3.1	What additional detail would you like to add to your response?
	The Applicant can use the space provided to add any additional clarification and/or evidence that they consider necessary.
This question is optional.
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	Objectives of this section
The objective of this section is to consider the controls that have been built into the systems and processes supporting your Supplier service to ensure the operational requirements of the BSC and BSCPs are met.  Whilst Sections 1 to 7 of the SAD are generic to all Qualified Persons, this section focuses on the specific controls required to operate effectively as a Supplier.

	Guidance for completing this section
The Supplier is responsible for appointing its agents and registering these details with the SMRA. The Supplier is also responsible for managing the performance of its appointed agents and for monitoring the completion of business processes that it has initiated. This section is split as follows:
Business Processes and Mitigating Controls:  This set of questions looks at the controls over the provision of data to your agents, the subsequent processing of information received and the transmission of this updated data to your agents.  It also considers the maintenance of standing data (which, if incorrect, may impact upon Settlement) and any changes made to it.
Exception Management:  The section looks at the specific controls you have in place to report on, monitor and resolve exceptions during the processing of your data. 
A number of questions in the SAD relate to ‘data quality’.  This section of the SAD is concerned with the on-going quality of your data when your Supplier service is live and in operation.  The quality of the data used to initially populate your service is considered in Section 7 of the SAD.  A number of the questions in the service specific sections of the SAD relate to how you will ensure the accuracy of incoming and outgoing data and in the event that poor quality data does enter your Supplier service, how you identify and resolve this to minimise the impact upon other Parties and Party Agents.
Both system and manual controls should be considered when answering the SAD questions as your service will rely on both system and manual processes to effectively fulfil its obligations. Responses should consider the procedures in place for dealing with electronic flows received via the DTN and also manual data flows received via any other means (e.g. email, fax letter).



[bookmark: _Toc479678350][bookmark: _Toc507499405][bookmark: _Toc510102928][bookmark: _Toc531253282][bookmark: _Toc2849916]18.1	Business processes and mitigating controls
	Question
	Guidance
	Response
	Evidence

	18.1.1	How do you ensure that data flows are sent or received and processed completely, accurately and in a timely manner, in line with the requirements of the BSCPs?
	The response should describe the processes you have in place for dealing with Settlement related data flows and should address the following:
(1)	How all data flows are identified, reviewed and authorised prior to processing
(2)	The validation of data for formats and lengths (e.g. the MSID is valid and other data items (where applicable) have been checked against the latest version of MDD)
(3)	The validation of data (where applicable against the latest version of MDD) for its internal consistency, for completeness and accuracy
(4)	Controls in place to ensure that all data required or expected is received and that all data to be sent is sent in a timely manner. This may be through controls within the update routines or through manual controls.
(5)	Where data is to be sent or received to or from parties by agreed methods other than via the DTN how you:
· manage the approval or agreement of receipt/sending of data in another agreed format,
· record and retain the agreement of the method as well as the actual data received or sent; and
· ensure that timescales surrounding this data are adhered to.
	
	

	18.1.2	What controls and procedures are in place to ensure the accurate, complete and timely sending, receiving and processing of data flows for key Settlement related events?
	The response should make reference to the following key events:
(1)	Sending of appointment and termination notifications on a D0155, D0153 and D0151 data flow and processing of rejection data flows.
(2)	Sending of notification of changes to other parties on a D0148 data flow and notification of customer details on a D0302 data flow.
(3)	Sending of registration details to the SMRA to register a specific Metering System on a D0055 data flow and processing of rejections received on a D0057 data flow.
(4)	Sending of read frequency requests and Metering System Settlement Details affirmations on D0052 data flows (including D0052s sent for Unmetered Supplies) and processing of data flows received in response.
(5)	Receipt and processing of Market Domain Data on D0269 and D0270 data flows.
(6)	Receipt of and processing of data flows from the SVAA.
(7)	Requests for changes to energisation status on a D0134 data flow and subsequent processing of D0139 data flows (confirmation or rejection of energisation status change) and monitoring of outstanding D0139 data flows.
(8)	Processing of Meter Technical Details from Meter Operator Agents on D0149, D0150 and D0313 (non half hourly metering) and D0268 (half hourly metering) following installation of meters
(9)	Requests for Installation or change to a Metering System Functionality or the Removal of all Meters on D0142 data flows and processing of D0171 data flows.
(10)	Updates to registration details on D0205 data flows and processing of rejection flows.
(11)	Receipt and processing of P0068 and P0170 for HH, and P0207 for NHH, flows for Unmetered Supplies.
(12)	Requests for Disconnection of Supply on D0132 data flows and processing of confirmations on D0125 data flows.
(13)	Mechanisms for the identification and follow up of missing data.
(14)	Where applicable the sending of Smart Meter Configuration Details to the relevant NHHMOA on D0367 data flows.
The response to this question may cross refer to the response given in 18.1.1.1 but should include details of processes and controls in place specific to the above events.
Further questions on data flows relating to key processes are included in questions 18.1.2 and 18.1.3 and further questions relating to exceptions handling are included in question 18.2.1.
	
	

	18.1.3	What controls do you have in place to ensure that the requirements of the BSCPs are met when a Change of Supplier (CoS), Change of LDSO, and or Change of Agent (CoA) event takes place?
	The response to this question may cross refer to the response given in 18.1.1. The response should address the following:
(1)	Sending of appointment and termination notifications on a D0155, D0153 and D0151 data flow and processing of rejection (D0261) and acceptance (D0011) data flows.
(2)	The sending of an Instruction to Obtain Change of Supplier Reading on a D0072 dataflow on a CoS or CoA event.
(3)	The sending of Customer Own Readings for CoS on D0071 data flows.
(4).	The receipt and processing of Change of Supplier Readings received on D0086 data flows.
(5)	The sending of Request for Metering System Related Details on D0170 data flows.
(6)	Where applicable the sending of Smart Meter Configuration Details to the relevant NHHMOA on D0367 data flows.
(7)	The sending and processing of Metering Technical Details and Metering Reading History on CoA by the old and new agents.
(8)	The mechanisms in place to monitor the timescales in which the above data flows into and out of your Supplier service and is processed.
	
	

	18.1.4	How do you ensure that when a Change of Measurement Class (from NHH to HH and vice versa) is required the necessary flows are sent and received?
	The response should address the following:
(1)	Sending of notification of MC/EAC/PC on D0289 data flows.
(2)	The sending of Request for Installation or Changes to Metering System Functionality or the Removal of all Meters on D0142 data flows and the processing of failures received on D0221 data flows.
(3)	Where applicable the sending of Request for Metering System Related Details on D0170 data flows and the provision of this information on D0150, D0149, D0313 and D0268 data flows are sent and received by the relevant HHMOA and NHHMOA.
(4)	Where applicable the sending of Smart Meter Configuration Details to the relevant NHHMOA on D0367 data flows.
	
	

	18.1.5	How do you ensure that only those sites that meet the criteria for treatment as a Long Term Vacant (LTV) are treated as such in accordance with the obligations in the BSC and BSCP504?
Applies to NHH Suppliers only
	Where a Supplier treats or intends to treat NHH Metering Systems as LTV the Supplier should comply with the relevant sections of the BSC (S2.8, S-2 4.3.19 – 4.3.22). The response should detail the processes and controls in place to address the following:
(1)	Only those sites that meet the necessary criteria are treated as LTV.
(2)	Ongoing monitoring is performed to confirm that sites continue to meet the criteria.
(3)	Proactive processes should be in place to ensure that all reasonable endeavours are taken to contact the owner of the property to obtain a Meter reading.
(4)	Once sites no longer meet the criteria action is taken to notify the NHHDC and ensure that a non-zero EAC is submitted to the NHHDA on a D0019 data flow for the correct end date of the LTV period.
(5)	Complete and accurate audit trails are in place to demonstrate the Suppliers compliance with the requirements of the BSC and BSCP504.
(6)	Details of sites treated as LTV are passed to the LDSO on request.
	
	

	18.1.6	How do you ensure that your agents are meeting their obligations under the BSC?
	Where obligations are to be fulfilled by an agent (including commissioning of Metering Equipment) the Supplier should have controls in place to ensure that those obligations are met.
The response should demonstrate examples of the controls/procedures in place for the ongoing management of your agents, such as:
(1)	Controls to ensure that your agents are Qualified and that their qualified status is maintained on an ongoing basis.
(2)	Controls to ensure that your agents are compliant with their BSC obligations and a mechanism for assurance that your agents implement BSC Modifications or Changes appropriately.
(3)	Regular meetings and reporting of key performance indicators, for example:
(i)	to ensure the submission of aggregation data such as consumption figures and the Supplier Purchase Matrix is in line with Settlement timetable.
(4)	Adequate contractual arrangements that include clear lines of responsibility and escalation.
(5)	Clear roles and responsibilities for each party and documented working practice agreed.
(6)	Controls are in place to ensure that Metering Equipment is properly commissioned in a timely manner. This includes, in the case of Half Hourly Metering Systems, ensuring any issues are identified during the commissioning of the Metering Equipment, notifying and consulting with the LDSO and/or the NETSO, as applicable.
	
	

	18.1.7	How will you ensure that the MOA you appoint to a Metering System is Meter Operation Code of Practice Agreement (MOCOPA®) accredited?
	The MOCOPA® is an agreement between electricity distribution businesses and electricity Meter operators in Great Britain which defines safety, technical and business interface requirements regarding the provision of Meter operation services.
The response should demonstrate details of the controls / procedures in place for the ongoing management of your Party Agents, such as:
(1)	Controls to ensure that the MOA you appoint to a Metering System (or any third party agent used by that MOA to perform certain functions that require that third party agent to be MOCOPA® accredited) is Meter MOCOPA® accredited.
(2)	How will you monitor that the MOCOPA® accreditation status of the MOA you appoint to a Metering System (or any third party agent used by that MOA to perform certain functions that require that third party agent to be MOCOPA® accredited) is maintained on an ongoing basis?
	
	

	18.1.8	What controls and procedures do you have in place to ensure that the requirements of BSCP533 are met?
	The response should address the following:
(1)	Calculations are in accordance with the calculation guidelines specified in BSCP533 Appendix B PARMS Calculation Guidelines
(2)	Submissions are in accordance with BSCP533
(3)	Data is submitted in the required file format specification (in accordance with BSCP533 Appendix A PARMS Data Provider File Formats)
(4)	Controls in place for data validity and completeness
(5)	Demonstration of a full understanding of, and capability to fulfil, the obligations and requirements of PARMS.
	
	

	18.1.9	How have you ensured that appropriate audit trails are in place to support the rationale for decisions made in the event of queries/disputes being raised?
	The response should address how you ensure that there is enough information available for an independent person to identify the source and nature of changes (archived information should be stored so that it can be accessed for enquiry). This should include a rationale for decisions that were made.
The response should also address how you deal with ad hoc requests made by your agents and other parties and what record of such requests is maintained.
	
	

	18.1.10	How have you ensured that you can meet the data retention requirements set out in BSC Section U1.6?
	Section U1.6 sets out the requirements on Parties and their Party Agents to retain Settlement Data for:
(1)	28 months after the Settlement Day to which it relates on-line;
(2)	Until the date 40 months after the Settlement Day to which it relates in an archive; and
(3)	At the request of the Panel, for more than 40 months if needed for an Extra Settlement Determination.
The response should address the following:
(a)	Controls to ensure that any archived data can be retrieved within 10 Business Days.
(b)	Systems and procedures to ensure that all data that is retained is in a form in which the data can be used in carrying out a Settlement Run or Volume Allocation Run.
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	Question
	Guidance
	Response
	Evidence

	18.2.1	What procedures are in place for identifying, monitoring and resolving unprocessed data flows or notification of exceptions arising in processing and other errors in order to ensure that performance requirements are met?
	Within the requirements of the Service there are a number of points at which delays in processing data could occur, which, if not addressed, could result in the timescale requirements being exceeded. This could consequentially have an adverse impact on the quality of data used by other Parties or agents in the Settlement process.
The response should address the following areas:
(1)	The internal reporting mechanisms in place to identify rejections, errors, outstanding or missing data and backlogs in data processing on a daily basis.
(2)	The ongoing analysis performed to identify:
(a)	all points of rejection/failure in data flow processing.
(b)	all areas where backlogs may occur in processing e.g. where there are dependent flows such as D0149/D0150 data flows or where manual review is required to validate data.
(3)	Management processes in place to monitor performance against the standards as set out in the BSC and BSCPs.
(4)	Procedures setting out the action to be taken to resolve different exception types and provide guidance as to how to resolve underlying problems, which may be preventing a data flow/notification from processing.
[bookmark: OLE_LINK1](5)	A mechanism to capture any root causes of exceptions and problems should be established in order for preventative controls to be established or enhanced.
As a minimum please ensure that the response to the above addresses actions surrounding the follow up of those data flows specified in question 18.1.2 above:
· Rejection of registrations received on a D0057 data flow
· Rejection of changes to registration details received on a D0203 flow
· Rejection of appointments received on a D0153 or D0155 data flow following agents receipt of a D0153 or D0155 flows.
Specific attention should also be given to the handling and monitoring of the following exception types:
· Erroneous large values of EACs and AAs
	
	

	18.2.2	How do you ensure that all P35, D0023 and D0235 data flows received by your Data Collectors are identified, investigated and resolved?
Section S2.4.4 of the Code states that a Supplier shall ensure that any material anomaly reported to it by a Data Aggregator in relation to data received from Data Collectors, for which the Supplier is responsible, is recorded and investigated. A record should be kept of any actions taken to prevent a recurrence of the anomaly during the next Volume Allocation Run for that Settlement Day.
	The response should address the following areas:
(1)	Controls for the effective and timely communication of any backlogs of unprocessed rejection flows.
(2)	Agreed procedures for receiving notification where the NHHDC or HHDC considers the fault to lie with other parties’ systems/processes.
(3)	Agreed timescales within which actions should be taken to resolve the exceptions.
(4)	Procedures setting out the action to be taken to resolve different exception types and provide guidance as to how to resolve underlying problems, which may be preventing a data flow/notification from processing.  This should include escalation of resolving such exceptions to you as the Supplier in the event that your agents are not managing the exceptions in a timely manner (e.g. to avoid crystallisation of the error).
(5)	A mechanism to capture any root causes of exceptions and problems should be established in order for preventative controls to be established or enhanced.
	
	

	18.2.3	What procedures do you have in place with respect to fault resolution, relating to both detection and ensuring that responses are received from other parties
	A fault may be detected by a MOA, in this case the MOA contacts the DC and requests a decision on the action to be taken (D0002) or the MOA may initially be informed about the potential fault by the LDSO, again the MOA will contact the DC and request a decision as to what action should be taken (D0002).
Alternatively the DC or Supplier may request that the MOA investigates a potential fault (D0001).
The response should address the following areas:
(1)	Controls should be in place in order to monitor the progress of each fault from original notification to resolution.
(2)	Controls for the effective and timely communication of any backlogs of unprocessed requests.
	
	

	18.2.4	What procedures do you have for identifying and resolving data discrepancies between your NHHDC Agency Service and the SMRA (reported via the D0095 data flow)?
Section S2.4.4 of the Code states that a Supplier shall ensure that any material anomaly reported to it by a Data Aggregator in relation to data received from Data Collectors, for which the Supplier is responsible, is recorded and investigated. A record should be kept of any actions taken to prevent a recurrence of the anomaly during the next Volume Allocation Run for that Settlement Day.
	The NHHDA system performs a comparison between the data it receives from both the SMRA and the NHHDC Agent and reports these to the Supplier for resolution.
The response should address the following areas:
(1)	Controls to identify when these rejection flows are received including reports received on a D0095 data flow from relevant parties.
(2)	The action required to follow up the error should be detailed, including notifying other parties where the Supplier considers the fault to lie with other parties’ systems/processes.
(3)	Procedures to identify whether a file resend or new D0019 is the appropriate response.
(4)	The timescales within which actions should be taken to resolve the D0095 exception.
(5)	Management monitoring processes to ensure all D0095 data flows received are being progressed and resolved in a timely manner.
(6)	A mechanism to capture any root causes of exceptions/problems should be established in order for preventative controls to be established or enhanced.
	
	

	18.2.5	What procedures do you have in place to proactively monitor and improve the standards of quality of the data (both standing data and Meter reads) used by your Supplier Service?
	The response should address the following areas:
(1)	Processes in place to measure and report upon data quality, (including what data quality is measured against and how you would identify an improvement or decline in the quality of data used by your Supplier service).
(2)	Review of data quality statistics by senior management.
	
	



[bookmark: _Toc479678352][bookmark: _Toc507499407][bookmark: _Toc510102930][bookmark: _Toc531253284][bookmark: _Toc2849918]18.3	Additional information
	Question
	Guidance
	Response
	

	18.3.1	What additional detail would you like to add to your response?
	The Applicant can use the space provided to add any additional clarification and/or evidence that they consider necessary.
This question is optional.
	
	



[bookmark: _Toc531253285][bookmark: _Toc2849919]Section 19 – Virtual Lead Party
	Objectives of this section
The objective of this section is to consider the controls that have been built into the systems and processes supporting your Virtual Lead Party (VLP) service to ensure the operational requirements of the BSC and BSCPs are met.  This section focuses on the specific controls required to operate effectively as a VLP.

	Guidance for completing this section
The VLP is responsible for managing the performing and monitoring the completion of business processes that it has initiated. 
This section has been split as follows:
19.1	Business Processes and Mitigating Controls Section
19.2	Additional Information
The final question, in this and every section, is not mandatory and is provided so that Applicants can provide any additional information that they consider to be relevant to their application.



[bookmark: _Toc522204398][bookmark: _Toc531253286][bookmark: _Toc2849920]19.1	Business processes and mitigating controls
	Question
	Guidance
	Response
	Evidence

	19.1.1	How do you ensure that data flows are sent or received and processed completely, accurately and in a timely manner, in line with the requirements of the MSID Pair submission process?
	The response should describe the processes you have in place for dealing with Settlement related data flows and should address the following:

(1)	How all data flows are identified, reviewed and authorised prior to processing
(2)	The validation of data for formats and lengths (e.g. the MSID is valid and other data items (where applicable) have been checked to be accurate)
(3)	The validation of data for its internal consistency, for completeness and accuracy
(4)	Controls in place to ensure that all data required or expected is received and that all data to be sent is sent in a timely manner. This may be through controls within the update routines or through manual controls.
(5)	Where data is to be sent or received to SVAA how you:
· manage the approval or agreement of receipt/sending of data in another agreed format,
· record and retain the agreement of the method as well as the actual data received or sent; and
· ensure that timescales surrounding this data are adhered to.
	
	

	19.1.2	What controls and procedures are in place to ensure the accurate, complete and timely sending, receiving and processing of data flows for key Settlement related events?
	The response should make reference to the following key events:
(1)	Sending of MSID Pair data.
(2)	Sending of Delivered Volume (initially and retrospectively).
(3)	Receipt and processing of MSID submissions exceptions.
(4)	Receipt and processing of Delivered Volume exceptions.
(5)	Receipt and processing of request for submission of missing data sets.
	
	

	19.1.3	What procedures are in place for identifying, monitoring and resolving unprocessed data flows or notification of exceptions arising in processing and other errors in order to ensure that performance requirements are met?
	The response should address the following:
(1) The internal reporting mechanisms in place to identify rejections, errors, outstanding or missing data and backlogs in data processing on a daily basis. 
(2) The ongoing analysis performed to identify all points of rejection/failure in data flow processing.
(3)	Management processes in place to monitor performance against the standards as set out in the BSC and BSCPs. 
(4).	Procedures setting out the action to be taken to resolve different exception types and provide guidance as to how to resolve underlying problems, which may be preventing a data flow/notification from processing.
(5)	A mechanism to capture any root causes of exceptions and problems should be established.
	
	



[bookmark: _Toc522204400][bookmark: _Toc531253287][bookmark: _Toc2849921]19.2	Additional information
	Question
	Guidance
	Response
	

	19.2.1	What additional detail would you like to add to your response?
	The Applicant can use the space provided to add any additional clarification and/or evidence that they consider necessary.
This question is optional.
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