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Introduction
Market-wide Half Hourly Settlement is a new market model that delivers both settlement period (SP) meter readings from smart meters and derives SP level data from meters where register readings (RR) can be accessed. In order to create new technology processes that deliver the required MHHS functionality, security guidelines are required in order to ensure any solution meets regulatory, compliance and information security demands.

Ofgem SPaR: 
Security, Privacy and Risk impact guidance.  Defines levels of impact against types of harm caused by risks.
Privacy Classification: 
Data should be classified based on its security, sensitivity and regulatory requirements/constraints.
CAF: 
The NCSC Cyber Assessment Framework contains objectives for holistic cyber resilience.
Cloud Security Guidelines: 
The NCSC cloud security guidelines focuses on configuration, deployment and secure usage of cloud services.








NCSC CAF
The full set of NCSC CAF Technology objectives are all included in the MHHS AWG although only those that are applicable to the solution architecture need to be utilised.

	NCSC CAF Objective
	Category
	Applicable to AWG
	Applicable to MHHS

	A.1 Governance
	Process & People
	No
	Yes

	A.2 Risk Management
	Process
	No
	Yes

	A.3 Asset Management
	Technology & Process
	Yes
	Yes

	A.4 Supply Chain
	Process & People
	No
	Yes

	B.1 Service Protection Policies & Processes
	Technology
	Yes
	Yes

	B.2 Identity & Access Control
	Technology
	Yes
	Yes

	B.3 Data Security
	Technology 
	Yes
	Yes

	B.4 System Security
	Technology
	Yes
	Yes

	B.5 Resilient Networks & Systems
	Technology
	Yes
	Yes

	B.6 Staff Awareness & Training
	People
	No
	Yes

	C.1 Security Monitoring
	Technology 
	Yes
	Yes

	C.2 Proactive Security Event Discovery
	Technology
	Yes
	Yes

	D.1 Response & Recovery Planning
	Technology, Process, People
	No
	Yes

	D.2 Lessons Learned
	Process & People
	No
	Yes



Link to descriptions:
https://www.ncsc.gov.uk/collection/caf/cyber-assessment-framework




NCSC Cloud Security Guidance
If the solution architecture is constrained or dependant on cloud components then the following principles should be included in the MHHS AWG although only those that are applicable to the solution architecture need to be utilised.

	NCSC Cloud Security Principle
	Applicable to AWG
	Applicable to MHHS

	1. Data in Transit Protection
	Yes
	Yes

	2. Asset Protection & Resilience
	Yes
	Yes

	[bookmark: _GoBack]3. Separation between Users
	Yes
	Yes

	4. Governance Framework
	No
	Yes

	5. Operational Security
	Yes
	Yes

	6. Personnel Security
	No
	Yes

	7. Secure Development
	Yes
	Yes

	8. Supply Chain Security
	No
	Yes

	9. Secure User Management
	Yes
	Yes

	10. Identity & Authentication
	Yes
	Yes

	11. External Interface Protection
	Yes
	Yes

	12. Secure Service Administration
	Yes
	Yes

	13. Audit Information for Users
	Yes
	Yes

	14. Secure Use of Service
	Yes
	Yes



Link to descriptions:
https://www.ncsc.gov.uk/collection/cloud-security?curPage=/collection/cloud-security/implementing-the-cloud-security-principles



Privacy classification
A register of MHHS data classifications should be reviewed regularly for each organisation that is producing or providing data related to MHHS.

	Type
	Category
	Description

	Information Security Classification
	Restricted
	For information that is confidential to a group of individuals.


	
	Confidential
	For information not Restricted but which should not be shared outside of a named process or organisation unit.


	
	Commercial in Confidence
	For information that may be shared with commercial partners.


	
	Public
	For all other information.


	GDPR
	PII 
(personally identifying information)
	As defined by the UK DPA 2018 and GDPR, all PII data items shall be classified as:
· Restricted
· Confidential
· Commercial in Confidence

Each data item must be identified and/or tagged (i.e. within a catalogue) to indicate it falls within the definition of PII.




Note: Please refer to the Information Commissioners Office for the definition of PII classification.
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/what-is-personal-data/

Note: Privacy Classification as a security guideline meets the existing NSCS objectives:
· CAF B.3a – Data Security
· Cloud Security Principle 2 – Asset Protection and Resilience



Security, privacy and risk impact guidance

SPaR is a framework recommended by Ofgem. Each architectural component that describes data in transit and data at rest should be assessed to determine which of the following Impact Types are applicable and then in addition, to what risk level.

	Impact Type
	Risk Impact Levels:
	Applicable to MHHS AWG?

	Public Confidence
	1: Likely to reduce an individual citizen’s perception of that service
	Yes

	
	2: Likely to reduce the perception of that service by many citizens
	Yes

	
	3: Likely to result in undermined confidence in the service provider generally
	Yes

	
	4: Likely to result in undermined confidence in the service at a national level
	No

	
	5: May lead to a loss of public trust in the service severe enough to cause a noticeable drop in citizens using DGE services through mistrust, with consequent risk to life
	No

	
	6: May lead to a loss of public trust in the service severe enough to cause a noticeable drop in citizens using DGE services through mistrust, with consequent risk to life
	No

	Public Privacy
	1: Loss of control of a citizen’s personal contact information
	No

	
	2: Loss of control of a citizen’s personal identifiable data
	Yes

	
	3: Loss of control of a citizen’s personal data
	Yes

	
	4: Loss of control of a large group of citizens’ personal data
	Yes

	
	5: Loss of control of citizens’ personal data nationally
	Yes

	
	6: Complete loss of control of citizens’ personal data
	No

	Public Finance
	1: Minor loss of money for an individual, no more than an individual annoyance
	Yes

	
	2: Major financial loss for an individual, but not involving any financial hardship, or minor loss for a small group of individuals
	Yes

	
	3: Significant loss of income for an individual, such that it has a short-term impact on the individual’s way of life or causes some financial hardship
	No

	
	4: Significant loss of income for a group of individuals that causes financial hardship. Financially devastating for an individual for example personal bankruptcy and home repossession
	No

	
	5: Financially devastating for a large group of individuals for example wide spread personal bankruptcy and repossession of homes
	No

	
	6: Financial impacts are wide spread to the extent that major long-term damage is caused to the UK economy
	No

	Industry Credibility
	1: Likely to reduce an individual company’s perception of a specific service provided
	Yes

	
	2: Likely to reduce the perception of a specific service by several companies
	Yes

	
	3: Likely to result in undermined confidence in the provided services generally
	Yes

	
	4: Likely to result in undermined confidence in the service at a national level with some impact on market performance
	No

	
	5: May lead to a loss of industry sector trust in the service severe enough to cause a noticeable drop in industry engagement through mistrust in the regulator. Limited impact on energy market performance
	No

	
	6: May lead to a complete breakdown in industry sector trust, consequent widespread loss of engagement with the Regulator with a critical impact on energy market performance
	No

	Industry Health
	1: None
	No

	
	2: Undermine the financial viability of a number of UK small businesses
	No

	
	3: Undermine the financial viability of a minor UK-based or UK-owned organisation
	No

	
	4: Undermine the financial viability of a major UK-based or UK-owned organisation
	No

	
	5: Material damage to international trade or commerce, directly and noticeably reducing economic growth in the UK
	No

	
	6: Major, long term damage to global trade or commerce, leading to prolonged recession or hyperinflation in the UK
	No

	Industry Finance
	1: Minor financial loss to a business (typically up to £100)
	Yes

	
	2: Significant financial loss to a business
	No

	
	3: Severe financial loss to any individual such as unemployment or loss of a small UK business
	No

	
	4: Devastating financial loss for an individual, or severe economic loss leading to loss of a large company or employer or a number of small businesses
	No

	
	5: Material financial loss to the UK economy, leading to loss of a number of large organisation or severe damage to entire market sectors
	No

	
	6: Extensive financial losses across the economy leading to significant long-term damage to the UK, such as wide spread unemployment and recession
	No

	National Security
	1: Local outages causing disruption for a few hours

	No

	
	2: Local outage causing disruption for up to 12 hours. Inconvenience or cause discomfort to an individual
	No

	
	3: Loss of power in a region causing disruption for up to 24 hours. Risk to an individual’s personal safety or liberty
	No

	
	4: Loss of power in a region causing disruption for up to a week. Risk to a group of individuals safety or liberty
	No

	
	5: Loss of power in a region causing disruption for more than 1 week. Threaten life directly leading to limited loss of life
	No

	
	6: Loss of power nationally affecting the whole of the UK for more than 1 week. Lead directly to widespread loss of life
	No

	Government Reputation
	1: Minimal negative impact
	Yes

	
	2: Little chance of any repercussions for the Department. Low-level specialist press coverage
	Yes

	
	3: Short-term repercussions for the Department, minor parliamentary scrutiny. A few days of national and specialist press coverage
	No

	
	4: Longer-term repercussions for the Department, prolonged parliamentary scrutiny by a select committee. Persistent national and specialist press coverage, taking many months to restore credibility with stakeholders. Departmental funding is reviewed as a result
	No

	
	5: The Department’s reputation is irreparably damaged with a significant Government response required. Persistent national and specialist press coverage generating international interest. Continued mistrust and lack of confidence. Low morale amongst Departmental staff leading to longer term recruitment and retention issues. Departmental funding is cutback
	No

	
	6: The Department’s reputation is irreparably damaged with a significant Government response required at home and abroad. Widespread condemnation from all press outlets, the public and Government ministers. Departmental minister is forced to resign and a public enquiry is ordered. Departmental funding is severely reduced leading to restructuring and job cuts
	No

	Government Finance
	1: Loss to Public Sector of up to £10,000
	No

	
	2: Loss to Public Sector of up to £1million
	No

	
	3: Loss to HMG/Public Sector of £millions
	No

	
	4: Loss to HMG/ Public Sector of £10s millions, up to £100m
	No

	
	5: Short term material damage to national finances or economic interests (to an estimated total of £100m to £10bn)
	No

	
	6: Major, long term damage to the UK economy (to an estimated total in excess of £10bn)
	No




Ofgem
SPaR


CAF


Cloud Security Guidelines
Privacy
Classification







	Security Guidelines
	© ELEXON 2020
	[image: ]

	Page 1 of 7
	22 January 2020
	



	Security Guidelines
	© ELEXON 2020
	[image: ]

	Page 3 of 7
	22 January 2020
	



image1.emf










